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ESET Smart Security 4 Business Edition

Maintain the highest level of security
across all of your networks.

ESET Smart Security® combines an advanced management console and
award-winning ThreatSense® engine with firewall and antispam. Its fast
and thorough scanner stops even SSL-encrypted network- and email-
borne threats. ESET®'s advanced heuristics protect your endpoints from
known and new threats so your users can focus on business. Our proactive
protection is so strong, it stops new threats before other products realize
they exist. Honored with a"* % % % %" rating by SC Magazine (January 2009),
and ranked highest on Forbes' list of best-in-class antivirus products, ESET
Smart Security has the proven power to protect your company's valuable
data and reputation.
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KEY FEATURES — ESET SMART SECURITY 4

Fully integrated protection

ESET Smart Security integrates our powerful antivirus engine with state-of-the-art personal firewall
and antispam modules — offering comprehensive protection to the workstations across your network.

Extremely light system footprint

ESET Smart Security is so light, your users will not even notice it running. Itis easy on your virtual
server resources so users won't experience slowdowns or other scalability issues.

Advanced archive scanning

Threats don't always enter where you expect. ESET Smart Security can scan into layers of compressed
files to ferret out malicious software. Users can control search depth, file size, archive size and
timeout of archive scans.

Encrypted communication control

Scanning SSL-encrypted HTTP and POP3 protocols defeats even threats that hide from plain sight.

Enhanced portable
computer support

Enhanced settings for portable computers allow tasks to be postponed while the computer is running
on battery power.

ESET SysRescue

Creates rescue CDs, DVDs or USB drives for cleaning unstable, infected systems.

ESET SyslInspector” integration

Administrators will love our advanced diagnostic tool for taking “deep-dive” snapshots of systems. Files
and processes are color coded in scan logs to make it easy for IT admins to identify potential threats in
the system.

Uninstall password protection

Password protection that prevents ESET Smart Security from being uninstalled by unauthorized
employees or visitors.

Extended email client support

Native support for Microsoft Outlook, Microsoft Outlook Express, Mozilla Thunderbird 3%, Opera 10%,
Windows Live Mail and Windows Mail makes messaging security simple. POP3 and IMAP protocols
support delivers the same protection to other email clients.

ESET self-defense and HIPS

ESET Smart Security has built-in technology to prevent malicious software from corrupting or
disabling it. Unauthorized attempts to modify your OS or applications are actively blocked through
a combination of advanced behavioral analysis and network filtering that monitors your system
processes, files and registry keys.

Removable media access control

Protects against infections from USB drives, floppies, CDs and DVDs.

Firewall profiles and trusted
network zones

Easy-to-configure firewall profiles allow administrators to define firewall policy for different
environments. Automatic switching of firewall profiles can be triggered by trusted zone
authentication or identification by local network configurations, applying the appropriate firewall
policies at all times.*

Trusted zone authentication

Identify trusted network zones by network configurations (a configurable combination of host/DNS/
DHCP server IP address, wireless SSID, connection profile, etc.) or securely authenticate into a network
using ESET Authentication Server.*

Support for Cisco Network
Admission Control

Regulatory compliance is simplified with native support for Cisco NAC.

Virtual environments

vmware
READY

* Available with version 4.2 and later



SYSTEM REQUIREMENTS

Processors supported Intel or AMD x86 / x64

Operating systems Microsoft Windows 2000 SP4, Microsoft Windows XP SP3, Microsoft
Windows Vista SP2, Microsoft Windows 7, Microsoft Windows Server
2000, Microsoft Windows Server 2003, Microsoft Windows Server

2008
Memory 80 MB
Disk space 41 MB (download) / 250 MB (installation)
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