Less Lag. More Frag.™

Guide to Gaming with ESET Security

Tips to customize your ESET security product for maximum gaming performance
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Introduction

This guide provides tips and tricks for getting the most performance from your computer while keeping your malware
defenses active and strong.

ESET NOD32 Antivirus® and ESET Smart Security® are fast and secure when configured with the default settings, so even if
you do not use any of these tips, your gaming experience will be not be compromised. ESET security products are also highly
customizable so you can pick and choose your performance settings according to your personal preferences. Use any or all of
these tips, or create your own settings — the choice is yours.

Note that the screen shots used in this document are taken from ESET Smart Security. ESET NOD32 Antivirus users will see
slightly fewer settings and icons, but these instructions will work for either product unless specifically noted. See
www.eset.com/solutions/gaming.php for a list of the differences between the two products.

Warning:

Some of these tips will reduce your security level from the default settings. They are intended for advanced users who are
trying to get maximum performance from their computers, while still maintaining a reasonable level of security. They are not
recommended for average computer users, business environments, or systems where the highest security is desired.


http://www.eset.com/solutions/gaming.php

Tip 1: Use Advanced mode to access more detailed settings

In order to access many of the settings for the following tips, you will need to activate Advanced mode. Use the menu in the
lower left corner to switch modes (see Figure 1-1). Toggling to Advanced mode will add the Tools option to the main menu,
giving you control over more settings and features.
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Figure1-1



Tip 2: Minimize interruptions by limiting alerts and
notifications

While ESET will not bother you with a lot of pop-ups and noise in its default configuration, you can further streamline your
gaming experience using the following options. First, open the Advanced Setup tree to access more detailed settings: Click
Setup from the main menu on the left, and then click Enter entire advanced setup tree... at the bottom of the Setup
window.
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Figure 2-1




From the Advanced Setup tree on the left, click User interface > Alerts and notifications (scroll down if necessary). While it
is possible to remove display of all alerts, in most cases you will want to see alerts that require your attention (e.g., malware
that cannot be cleaned automatically). Select the Display only notifications requiring user intervention option.
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Figure 2-2



Tip 3: For tournament play, update only during off hours

We generally recommend the default settings, which check for updates every hour and download when new updates are
available (typically 2-3 times a day). ESET updates are very small (< 50K) and use almost no bandwidth or processing
overhead. For tournament or extreme online play, however, it may be preferable to update only when the computeris notin
use for gaming. By configuring your ESET security product to check for updates only when you are not playing, you can still
receive necessary updates while completely eliminating any update-related lag.

NOTE: Because this technique may delay getting important security updates, and the benefits to using it will not be

noticeable unless the computer is under very heavy use, we recommend that you make this change only if you are setting up
for tournament-level play.

First, click Tools > Scheduler from the main menu on the left and then click Add... in the Scheduler/Planner window.
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Figure 3-1



From the Scheduled task: drop-down menu, select Update and then click Next.

[ Add task |2 [ |

Scheduled task:

iﬁ — vi
Run extemal application

System startup file check

On-demand computer scan

More information about task scheduling. .

| <Back || Ned> | | Cancel

Figure 3-2

Give the task a name (this will appear in the schedule list), and choose how often to run it. Selecting Daily allows you to pick
an exact time to check for updates.

Task name:
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Run the task
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<Back | Net> | [ Cancel

Figure 3-3



Next, choose a time when the computer will be on, but not in critical use. Keep in mind that ESET's updates are already very
efficient, so only the most intensive use will be noticeably affected by an update.

Specified task will be run daily at the selected time.

Time of task execution:
B:00:00 AM [

<Back || Ned> | | Cancel

Figure 3-4

Next, decide which action to take if the update cannot run at the scheduled time (e.g. the computer was turned off).
Choosing the option shown in Figure 3-5 will run the update as soon as the computer powers up again.



if the task cannot be completed at the scheduled time (e.g. the computer is off), it will be
completed as soon as possible, or at the next regular scheduled time.

If task did nat run
(71 Wait urtil the next scheduled time
Run task as soon as possible
[ "Run task immediately if the time since its last execution exceeds specified interval

Tazk interval (hours, |24 =

<Back || Net> | | Cancel

Figure 3-5

Click Finish when you have configured all settings according to your preferences.
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The task has been scheduled.
Scheduled task overview

Task name:
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Action to take if the task is not un at the specified time:
Task will be run as soon as possible.
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Figure 3-6



Now that you have a task scheduled, you need to pick an update profile to use. Select the built-in profile, My profile, which
was created during the installation process and contains your license information (or a trial license if you downloaded the
trial version). The Secondary profile is primarily for business users who may download updates from different networks,
depending on how their company is set up — so just leave it blank.

508 ke T
Update profiles
Profile to use for update:
| - i
Secondary profile to be used for update:
[
|
| ok | | cancel

Figure 3-7
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Now that the new update task is scheduled, you can turn off the Regular automatic update by deselecting its check box
(First click Tools > Scheduler).
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Figure 3-8
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Tip 4: Reduce lag by only auto-scanning executable files

By default, ESET scans any file that is accessed or created. Our advanced scanning techniques tailor the scan based on file
type, to increase speed and effectiveness. You may be able to further reduce scanning overhead by configuring the program
to scan only files that are executable, or are known to allow embedded commands. Examples of these types of files are
programs, documents (that may contain macros), and self-extracting .zip files. Pure data files, text files, and pictures are
examples of files that will not be scanned.

Important: If you use the following configuration tip, also be sure to schedule a daily scan (see Tip 5: Fortify defenses by
setting up a daily deep scan), as some system attacks can be initiated by non-executable files.

From the main menu, click Setup > Antivirus and antispyware, and then click Configure... to the right.
(<) ESET Smart Security B
ESET Smart Security

User interface~ Setup+ Tools+= Helpw

Protection status Antivirus and antispyware protection
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Computer scan
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Help and support Disable
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Configure computer scan...

Display: Advanced mode Advanced Antivirus and antispyware protection setup...

Figure 4-1
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Next, click the Setup... button to access the ThreatSense engine parameter setup.

ESET Smart Security

E—— e
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Figure g4-2




Choose your desired Cleaning level. For standard game play, we recommend the default setting (Standard). The Standard
setting will automatically clean any infected file it can without displaying pop-up notifications, but will still alert you if an
object cannot be cleaned or deleted automatically. For tournament play, you may wish to select Strict cleaning, which will

not alert you in either case (If you select Strict Cleaning, be sure to check the ESET logs at least daily by clicking Tools > Log
files from the main menu).

o

~ W e
ThreatSense engine parameter setup L—lL,[
- Objects Cleaning
Options Cleaning level:
""" Cleamn‘g Mo deaning ' Strict deaning
Extensions
i Other In this mode, the program will attempt to automatically dean or delete
infected files. If neither action can be performed, an alert window with
a list of available actions will be displayed. An alert window wil also be
displayed if an action fails.

[ 0K J’ Cancel ” Default ]

Figure 4-3
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Next, click Extensions on the left, and deselect the Scan all files check box. Click OK to complete. Now only files with the
extensions listed will be scanned as they are accessed. Extensions can be manually added or removed, but ESET keeps the list
current through regular updates—changing the extensions list should not normally be necessary.

P

ThreatSense engine parameter setup EL X [
- Objects Extensions
- Options Scan all files
----- Cleaning
Ep— Files with the extensions listed below will be scanned for threats,
""" Other Extension:
Add Remove
o 2
ASP i
BAT
CEl
CHM
CLA
CLASS
CMD
ComM
il -

[ 5can extensionless files Default

[ OK ]’ Cancel ” Default ]

Figure 4-4



Tip 5: Fortify defenses by setting up a daily deep scan

If you use only one tip from this guide, this is the one we recommend. While the real-time scanner can block new malware
from infecting your system, a full regular scan is the only way to check the entire system for dormant or hidden malware. In
addition to scanning every file, it can discover hidden rootkits, check alternate data streams, and find other stealth malware.

To get started, click Tools > Scheduler from the main menu, and then click Add....

o
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Figure 5-1
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From the Scheduled task: drop-down menu, select On-demand computer scan. Click Next.

 Add task )

Py, i, e i —————

Scheduled task:

Fun extemnal application
atem startup file chack

More information about task scheduling...

<Back | Ned> | | Cancel

Figure 5-2
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Give the task a name such as Daily Scan which will appear in the Scheduler. Select Daily for the interval and click Next.

" Add task )

Task name:
Dty Scan

Run the task

(71 Once

(©) Repeatedly
i@ Daily
PWeekly

(7 Event tiggered

<Back || MNet> | | Cancel

Figure 5-3

Schedule the scan for a time when the computer is normally on, but not under heavy use. Figure 5-4 shows a time five
minutes after the scheduled update (see Tip 3: For tournament play, update only during off hours), but you can choose any
time that makes sense for your situation.
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Add task |2 3]
Specified task will be run daily at the selected time.
Time of task execution:
8:05:00 AM =
' < Back ]L[}:Nm > | | Cancel

Figure 5-4

Next, decide what to do if the task cannot run at the scheduled time. Figure 5-5 shows how to configure the task to run as
soon as possible, but only if 24 hours have passed since its last execution. This will ensure that the scan does not run more
frequently than necessary, but also that too much time cannot elapse between scans.
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Add task

[ [ |

completed as soon as possible, or at the next regular scheduled time.

if task did not nun
(71 Wait until the next scheduled time

(7 Run task as soon as possible

Task interval (hours): 24 =

If the task cannot be completed at the scheduled time (g.g. the computer is off), it wil be

i@ Run task immediately if the time since its last execution exceeds specified interval

c<Back || Ned> | |

Cancel

Figure 5-5

Click Finish to complete the schedule.

Add task

The task has been scheduled.
Scheduled task overview
Task name:

Dizity Scan

Task type:
On-demand computer scan.

Run task:
Task will be run every day at 3:05:00 AM,

Action to take if the task is not nun at the specified time:
Task will be run if it has not been completed within the last last 24 hours.

Run task with specific parameters

Cancel

| < Back ]LDYFinish | |

Figure 5-6
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To complete the scan setup, choose the scanning profile and disks/files to scan. We recommend selecting the In-depth scan

for maximum detection, and scanning Local drives (see Figure 5-7). You can add other drives and operating memory to the
scan by selecting their check boxes.

ESET Smart Securt

Custom scan

Scan profile;
[In—depih sCan v]

o[ Scan targets:

M
i By profile settings
Removable media

Metwark drives
Mo selection

i '
- E-OS oy
(- B¢ Network

Scan without deaning

| | setwp. || save | @

ok || Cancel

Figure 5-7
Click OK when finished.
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Final thoughts
We hope you found this guide useful. For more information about other settings, see the manuals available here:
www.eset.com/download/manuals.php.

Check back from time to time - we will update this guide as we get new information from the gamers among our staff,

partners, and customers.

Gameon!
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