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Introduction  

It has been about two years since the Win32/Olmarik (also known as TDSS, TDL and Alureon) family of 

malware programs started to evolve. The authors of the rootkit implemented one of the most 

sophisticated and advanced mechanisms for bypassing various protective measures and security 

mechanisms embedded into the operating system. The fourth version of the TDL rootkit family is the 

first reliable and widely spread bootkit targeting x64 operating systems such as Windows Vista and 

Windows 7. The active spread of TDL4 started in August 2010 and since then several versions of the 

malware have been released. Comparing it with its predecessors, TDL4 is not just a modification of the 

previous versions, but new malware. There are several parts that have been changed, but the most 

radical changes were made to its mechanisms for self-embedding into the system and surviving reboot. 

One of the most striking features of TDL4 is its ability to load its kernel-mode driver on systems with an 

enforced kernel-mode code signing policy (64-bit versions of Microsoft Windows Vista and 7) and 

perform kernel-mode hooks with kernel-mode patch protection policy enabled. This makes TDL4 a 

powerful weapon in the hands of cybercriminals. 

It is the abundance of references to TDL4 combined with an absence of a fully comprehensive source of 

essential TDL4 implementation detail that motivated us to start this research. In this report, we 

investigate the implementation details of the malware and the ways in which it is distributed, and 

consider the ŎȅōŜǊŎǊƛƳƛƴŀƭǎΩ objectives. The report begins with information about the cybercrime group 

involved in distributing the malware. Afterwards we go deeper into the technical details of the bootkit 

implementation.  
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1 Investigation  

During our investigation "TDL3: The Rootkit of All Evil?" (http://www.eset.com/us/resources/white-

papers/TDL3-Analysis.pdf) we described the DogmaMillions cybercrime group that distributed the third 

version of TDSS rootkit using a PPI scheme (Pay Per Install). After the exposing of the cybercrime group 

(TDSS botnet: full disclosure. Part 1, breaking into the botnet, Hakin9 Magazine, November 2010) the 

group was closed down in the fall of 2010 as it had attracted so much attention. DogmaMillions had 

about a thousand active partners, but just a few of them accounted for most installations. For example, 

the average major partner could bring up to several tens of thousands of units per day. The average 

earnings per day for a major partner could reach $100.000. And the aggregated number of unique 

successful installations could reach several hundred thousand. 

Since DogmaMillions was closed, cybercriminals have been distributing the TDL4 bootkit and we started 

looking for the cybercrime groups responsible for that. Our attention was captured by GangstaBucks, 

which was started in the end of 2010. Here are TDL4 distribution statistics by region: 

 
Figure 1 ς  TDL4 (Olmarik) virus activity world-wide 2010/07/01 ς 2011/06/23 

The cybercrime group was widely advertised in various Russian and foreign forums dealing with 

malware (http:// pay-per-install.com/Gangsta_Bucks.html). The textual content and key features of 

GangstaBucks resemble those of DogmaMillions. 
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Figure 2 ς The GangstaBucks Adverts 

 

 

1.1 GangstaBucks 

 
Figure 3 ς The Main Page of GangstaBucks site 

As we can see, prices for installations are the same as those quoted by the DogmaMillions cybercrime 

group. 
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Figure 4 ς Prices for Malware Installation 

An authorized partner is able to download the current version of the Trojan downloader 

(Win32/TrojanDownloader.Harnig) and also to receive statistics relating to detection by antivirus 

software. As soon as the downloader is known to be detected by most antivirus software products, the 

ǇŀǊǘƴŜǊ ǊŜŎŜƛǾŜǎ ǘƘŜ ƴŜǿ άŦǊŜǎƘέ όǊŜǇŀŎƪŜŘύ ǾŜǊǎƛƻƴ ƻŦ ƳŀƭǿŀǊŜ to distribute. 
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Figure 5 ςScanning Samples for Detection by AV Software 

When the downloader is launched it sends information about the system to a C&C server and requests 

one more downloader which in turn downloads and runs the end malware. The sequence of download 

events for the downloader which we analyzed is depicted in the following figure. As we can see, the first 

downloader obtains Win32/Agent.QNF which downloads and installs either Win32/Bubnix or 

Win32/KeyLogger.EliteKeyLogger malware onto the system. 
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3 aaoutfit.com/ ghquuyypdd/
bbopsj.php?adv=adv666&id=188823457&c=235437431

(Win32/ TrojanDownloader.Harnig.AB)

http:/ /69.197.158.250/member.php?id=pagqyjew

(Win32/ Agent.QNF)

http:/ /204.45.121.18/member.php?id=pagqyjew

(Win32/ Bubnix.BH )

http:/ /204.12.217.42/member.php?id=pagqyjew

(Win32/ KeyLogger.EliteKeylogger.46 )

 
Figure 6 ς The Downloader at Work 

During analysis of the downloader workflow we figured out different aspects of GangstaBucks criminal 

activities which include spamming, rogue AVs, BlackHat SEO and so on. Interestingly, to counteract 

malware installation tracking systems (like Zeus and SpyEye trackers) downloaders and corresponding 

links have a relatively short life span (measurable in hours), which makes investigation of the cybercrime 

group more difficult. 

In the middle of February we received a downloader (Win32/TrojanDownloader.Agent.QOF) that installs 

the latest version of TDL4 bootkit onto the system. As we can see from figure 7, during the installation of 

the bootkit the downloader reports back to the server to register the installation with the partner 

identifier. 

77.79.9.191/ service/ listener.php?affid=50029

77.79.9.191

77.79.9.191/ service/ scripts/ files/ aff_50029.dll

77.79.9.191/ service/ listener.php?affid=50006

77.79.9.191/ service/ scripts/ files/ aff_50006.dll

77.79.8.0 - 77.79.9.255
(AS25406)

LT-ALEJA, Lithuania

 
Figure 7 ς Installation of GanstaBucks's TDL4 

When conditions are mutually beneficial for the gangs and their partnersΩ services like DogmaMillions 

and GangstaBucks can accumulate hundreds of partners. In such a case the number of sites distributing 

the malicious software can reach several thousand all over the world. 

In the spring of 2011 we detected a new dropper with enhanced functionality that took advantage of 

the opportunity to distribute itself over the corporate network. We describe it further in Appendix F. It 

implements two-step delivery of malware on the target system. Firstly, when the dropper is launched it 
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3 connects to the affiliation tracker with its partner ID to register installation: only after that does it 

download and install malware on the target machine. In this case, even if the dropper fails to download 

and install its payload (due to some problem or other) a partner will get his money. 

GungstaBucks PPI infrastracture

http:/ / 86.55.210.72/ service/
listener.php?affid=[partner_id]

http:/ / 86.55.210.55/ service/ scripts/ files/
aff_[partner_id].dll

installations tracker 
by affiliation partner ID 

download specific payload  

dropper
(Win32/ AutoRun.Agent.ACO)

1 2

Figure 8 ς GangstaBucks PPI scheme 
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2 Installation  

The installation of the bootkit is handled differently on x86 and x64 systems due to specific limitations 

on x64 platforms. As soon as the dropper is unpacked it checks whether it is running in Wow64 process 

and determines which branch of the code it should execute. 

 
Figure 9 ςDetermining Version Type of OS 

2.1 Infecting x86 Systems  

On x86 systems the installation process looks the same as it does for TDL3/TDL3+, as described in "TDL3: 

The Rootkit of All Evil?" (http://www.eset.com/resources/white-papers/TDL3-Analysis.pdf). To bypass 

HIPS the bootkit loads itself as a print provider into the trusted system process (spooler.exe) from where 

it loads a kernel-mode driver (drv32) which infects the system. 

The bootkit implements an additional HIPS bypassing technique which ǿŀǎƴΩǘ ƴƻǘƛŎŜŘ ƛƴ ¢5[оκ¢5[оҌ 

droppers: it hooks the ZwConnectPort system routine exported from ntdll.dll. 

 
Figure 10 ς Hooking ZwConnectPort 

Here is the prototype of the function ZwConnectPort. Parameter PortName is set to the name of the 

target LPC port to connect to. 
NTSYSAPI 

 NTSTATUS 
 NTAPI 
 ZwConnectPort(  
 OUT PHANDLE PortHandle, 
 IN PUNICODE_STRING PortName, 
 IN PSECURITY_QUALITY_OF_SERVICE SecurityQos,  
 IN OUT PPORT_SECTION_WRITE WriteSection OPTIONAL, 
 IN OUT PPORT_SECTION_READ ReadSection OPTIONAL, 
 OUT PULONG MaxMessageSize OPTIONAL, 
 IN OUT PVOID ConnectData OPTIONAL,  
 IN OUT PULONG ConnectDataLength OPTI ONAL);  

 

http://www.eset.com/resources/white-papers/TDL3-Analysis.pdf
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3 The routine is called during execution of AddPrintProvidor to connect to the print spooler LPC port. As 

shown here the hook prepends to the target port name ά\??\D[h.![whh¢έ string in an attempt to 

connect to the print spooler service.  

 
Figure 11 ς The Code of ZwConnectPort Hook 

When the driver is loaded into kernel-mode address space it overwrites the MBR (Master Boot Record) 

of the disk by sending SRB (SCSI Request Block) packets directly to the miniport device object, then it 

ƛƴƛǘƛŀƭƛȊŜǎ ƛǘǎ ƘƛŘŘŜƴ ŦƛƭŜ ǎȅǎǘŜƳΦ ¢ƘŜ ōƻƻǘƪƛǘΩǎ ƳƻŘǳƭŜǎ ŀǊŜ ǿǊƛǘǘŜƴ ƛƴto the hidden file system from the 

dropper by means of CreateFile and WriteFile API functions. 

The algorithm for infecting x86 operating systems is presented in Figure 12. It is important to mention 

that the TDL4 dropper exploits patched the MS10-092 vulnerability in the Microsoft Windows Task 

Scheduler service to elevate privileges and successfully load its driver. The vulnerable systems include all 

Windows operating systems starting from Microsoft Windows Vista (both x86 and x64 versions). If it 

fails to exploit the vulnerability it copies itself into a file into TEMP directory with the name 

άǎŜǘǳǇψȄȄȄΦŜȄŜέ and creates a corresponding manifest file requesting administrative privileges to run 

the application. After that, it runs the copied dropper by calling ShellExecute and a dialog box message 

requesting administrative rights is displayed to the user. 



13 
 

                                                                       www.eset.com                                                                                                                          

 

2

3 
Adjust

SeLoadDriver
privilege

fail success

Copy itself into
PrintProcessor

director

Check OS
version

Copy itself into
%TMP% directory

Set IMAGE_FILE_DLL
flag in the PE header

Call
DeletePrintProvidorW

API

Call
AddPrintProvidorW

API

Vista/ Win7

Exploitation
MS10-092

successfail

Create
manifest requesting 

admin privilege

Call
ShellExecute

Fail
install

WinXP

 
Figure 12 ς The Algorithm of Infecting x86 System 

2.2 Infecting x64 Systems 

When the dropper is run on x64 operating systems it fails to load the kernel-mode driver, as 64-bit 

systems require it to be signed. To overcome this restriction the dropper writes all its components 

directly to the hard drive by sending IOCTL_SCSI_PASS_THROUGH_DIRECT requests to a disk class driver. 

It obtains ǘƘŜ ŘƛǎƪΩǎ parameters and creates the image of its hidden file system in the memory buffer 

which is then written on the hard drive at certain offset (see section Maintaining hidden file system). 

When the image is written the dropper modifies the MBR of the disk to get its malicious components 

loaded at boot time. After that the dropper reboots the system by calling the ZwRaiseHardError routine, 

passing as its fifth parameter OptionShutdownSystem. This instructs the system to display a BSOD (Blue 

Screen Of Death) and reboot the system: 

 
NTSYSAPI  

 NTSTATUS 
 NTAPI 
 NtRaiseHardError(  
 IN NTSTATUS ErrorStatus,  
 IN ULONG NumberOfParameters,  
 IN PUNICODE_STRING   UnicodeStringParameterMask OPTIONAL,  
 IN PVOID *Parameters,  
 IN HARDERROR_RESPONSE_OPTION ResponseOption, 
 OUT PHARDERROR_RESPONSE Response );  
 

On the Figure 13 presented a diagram depicting process of infecting x64 system. 
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Write FS image,
patch MBR and Adjust 
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fail success
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ZwRaiseHardError
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Call
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Figure 13 ς The Algorithm for Infecting x64 Systems 

 

 

 

 

 

 

 

2.3 4ÈÅ $ÒÏÐÐÅÒȭÓ 0ÁÙÌÏÁÄ 

¢ƘŜ ōƻƻǘƪƛǘΩǎ components are contained inside the άΦŎƻƴŦƛƎέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ ŘǊƻǇǇŜǊ όǘƘŜ ƭŀȅƻǳǘ ƻŦ ǘƘŜ 

section is described in details in our previous report on TDL3). Here is the list of modules that are 

dropped in the hidden file system: 
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Dropped modules Description 

mbr original contents of the infected hard drive boot 
sector 

ldr16 16-bit real-mode loader code 

ldr32 fake kdcom.dll for x86 systems 

ldr64 fake kdcom.dll for x64 systems 

drv32 the main bootkit driver for x86 systems 

drv64 the main bootkit driver for x64 systems 

cmd.dll payload to inject into 32-bit processes 

cmd64.dll payload to inject into 64-bit processes 

cfg.ini configuration information 

bckfg.tmp encrypted list of C&C URLs 

2.4 Comparison with TDL3/TDL3+  

Here is a table summarizing the major differences between TDL3/TDL3+ and TDL4 droppers: these 

include bypassing HIPS, escalating privileges, installation mechanism and the number of installed 

modules. 

 
Table 1 ς Comparison of TDL Droppers 

 TDL3/TDL3+ TDL4 

Bypassing HIPS AddPrintProcessor/AddPrintProvidor AddPrintProvidor, 
ZwConnectPort 

Privilege Escalation - MS10-092 

Installation mechanism By loading kernel-mode driver By loading kernel-mode driver, 

Overwriting MBR of the disk 

Number of installed modules 4 10 
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3 The Bot 

This section is devoted to describing the user-mode part of the bootkit implementing bot functionality. 

TDL4 comes with two modules to be injected into processes in the system, cmd.dll and cmd64.dll, which 

are described in corresponding subsections. Before accounting for implementation details of the 

modules the configuration file cfg.ini is considered. 

3.1 Cfg.ini 

The configuration information of the bot is stored in a cfg.ini file in the hidden file system. The general 

structure of the file remains the same as in the TDL3/TDL3+ rootkit except for some additions and 

modifications: 

 
// main section with information on kernel - mode driver and partner  
[main]  
version=0.03   // version of the kernel - mode driver  
aid=30067   // affiliate ID  
sid=0    // sub affiliate account ID  
builddate=351   // kernel - mode driver build date  
rnd=920026266   // random number  
knt=1298317270  // time of the last connection with the command server  
 
// list of the modules to inject into proc esses  
[inject]  
*=new_cmd.dll   // module to inject into 32 - bit processes  
* (x64)=cmd64.dll  // module to inject into 64 - bit processes  
 
// setcion specific to cmd.dll  
[cmd]  
srv=ht tps://lkaturl71.com/;https://69b69b6b96b.com/;https://ikaturi11.com/;https://cou ntr
i1l.com/;https://1il1il1il.com/  
wsrv=http://gnarenyawr.com/;http://rinderwayr.com/;http://jukdoout0.com/;http://swltcho0.
com/;http://ranmjyuke.com/  
psrv=http://crj71ki813ck.com/  
version=0.167   // version of the payload  
bsh=75adb55bf6a0db37c8726416b55df6dfc03e7d8a  // bot id  
delay=7200  
csrv=http ://lkckclcklii1i.com/  
 
// setcion specific to cmd64.dll  
[cmd64]  
 

3.2  Cmd.dll  

According to cfg.ini, cmd.dll is injected into each 32-bit process in the system in which the kernel32.dll 

library is loaded but in fact it is able to operate only inside processes that contain the following 

substrings in name of its executables: 

 

 

 

 












































































