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Introduction

It hasbeenabout two yearssince theWin32/Olmark (also known as TDSS, TDL ahotean) family of
malware programsstarted to evolve The authors of the rootkit implemeat one of the most
sophisticated and advanced mechanisiits bypassing variougprotective measuresand security
mechanisms embedded intthe operating systemThe fourth version of the TDL rootkémily is the
first reliable and widely spreabootkit targeting x64 operating systems such as Windows Vista and
Windows 7. The active spread of TDL4 started in August 2010 and sinceethemal versions of the
malware havebeen released. Comparing it with its predecess®i3L4 is nojust a modification of the
previous versionsbut new malware. Thereare severalparts that have been changedut the most
radicalchangesvere made toits mechanismdor selfembedding into the system and surviving reboot.
One of the most striking features of TDL4tssability to load its kernemode driveron systems withan
enforced kerneimode code signing policy (@it versions of Microsoft Windows Vista and and
perform kerneimode hooks with kerneinode patch protection policenabled This makes TDL4 a
powerfulweapon inthe hands of cybercriminals.

It is the abundance of references to TDtambined with arabsence o fully comprehensive source of
essential TDL4 implementatiordetail that motivated us to start this research. In this reponve
investigatethe implementation details of the malwarand the waysin whichit is distributed and
considerthe O & 6 S NJO Nohjectives The gefdrtbeginswith information aboutthe cybercrime group
involved in distributig the malware Afterwardswe go deeper ito the technical details of thdootkit
implementation.
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1 Investigation

During our investigation TDL3: The Rootkit of All EVilthttp://www.eset.com/us/resources/white
papers/TDLANdysis.pdj we describedhe DogmaMillions cybercrime group that distributed the third
version of TDSS rootkising aPPI scheméPay Per InstallAfter the exposingof the cybercrime group
(TDSS botnet: full disclosurart 1, breaking into the botnetlakin9 MagazineNovember 2010}he

group was closeddown in the fall of 2010 as ibad attracted so much attention. DogmaMillions had

about a thousand active partners, bjutst a fewof themaccounted for mosinstallations. For example,

the average major partner could bring up to several tens of thousands of units per day. The average
earningsper day for a major partner could reach $100.000. Atite aggregatel number of unique
successful installations couldaeh several hundred thousand.

SinceDogmaMillionsvasclosed cybercriminaldhavebeendistributingthe TDI bootkit and we started
looking forthe cybercrime groupsesponsible forthat. Our attention was capturedybGangstaBucks
which was started in thend of 2010Hereare TDLAdistribution statistics by region:

m Peru
m United States
m Mexico
H Thailand
m Turkey
m Spain
Italy
Russia
United Kingdom
Colombia

Rest of the world

Figurel ¢ TDL4 (Olmarik) virus activity workdiide 2010/07/01¢ 2011/06/23

The cybercrime group was widely advertised various Russian and foreign forums dealimgth
malware (http// pay-per-installcomy GangstaBuckshtml). The textual contentand key features of
GangstaBucks resemileose of DogmaMillions

Gangsta Bucks || & ﬂHFMWﬂRKS.??s /24
| - only for you!
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GangstaSup ©
Newbie

Can buy all yours installs! Gangstabucks.

http://2.gangstabucks.com - link to registration.

New affiiate! We are ready to buy any amount of your installs at high prices.

We have the most friendly support service that will support you and will answer any question at any time of day.

We pay the following payment systems: on Webmoney, Paypal, Liberty Reserve, Western Union and Wire. By special arrangement are possible and the daily payment.
You will enjoy detailed statistics and our high rates)

For more information you can get on icq or look at our site http://2.gangstabucks.com

icq - 617835971

Figure2 ¢ TheGangstaBucks Adverts

1.1 GangstaBucks

Figure3 ¢ The Main Page of GangstaBucks site

As we can segrices for instalitions are the same athose quoted by theddbogmaMillions cybercrime
group.
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Our tariffs (for 1000 installs):

Tariffs may

Figure4 ¢ Prices for Malware Installation

An authorized partner is able to download the current version of the Trojan downloader
(Win32/TrojanDownloader.Harnig) and also to receive statistics relating to detection by antivirus
software.As soon as the downloaderkaown to bedetectedby mostantivirus softwae products the

LI NI YSNI NBEOSA@Sa GUKS ySg o oNBrbste o6 NBLI Ol SRO @S
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DO NOT use public AV scanners like VirusTotal.
We scan our .exe every hour special for you.

AV - Update Time - Scan Result A - Update Time - Scan Result

Get fresh Loader:

Please, enter validation code
from image for .exe access:

E

Figure5 ¢Scanning Samples for Detection by AV Software

When the downloader is launchedsends informatiorabout the system t@ C&Cserver and requests
one more downloader which iturn downloadsand runsthe end malware.The sequence of download
eventsfor the downloademwhich we analyzed is depictéd the following figureAs we can seehe first
downloader obtains Win32/Agent. QNFwhich downloads and installs eitheWin32/Bubnix or
Win32/KeyLogger.EliteKeyLoggealwareonto the system
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/ aaoutfit.com/ ghquuyypdd/
[ bbops).php?adv=adv666&id=188823457&c=235437431

(Win32/ TrojanDownloader.Harnig.AB)

v
http://69.197.158.250/ member.php?id=pagaqyjew

(Win32/ Agent.QNF)

4

A

Y

http://204.45.121.18/ member.php?id=pagqyjew

(Win32/ Bubnix.BH)

http://204.12.217.42/ member.php?id=pagqyjew

(Win32/ KeyLogger.HiteKeylogger.46 )

Figure6 ¢ The Downloader at Work

During analysis of the downloader workflow we figured oiffedent aspects of GangstaBucks criminal
activities which include spamming, rogue AVs, BlackH& &8I so on Interestingly,to counteract
malwareinstallation tracking system@ike Zeus an&pyEye trackeyglownloaders and corresponding
links have a ratively stort life span(measurable irhours) which makesnvestigation of the cybercrime
groupmore difficult

In the middle of February we receivaadiownloader Win32/TrojanDownloader.Agent.Qpthat installs
the latest version of TDL4 bootkihto the systemAs we can see from figuig during the installation of
the bootkit the downloaderreports back to theserver to register the installatiowith the partner
identifier.

77.79.9.191/ service/ listener.php?affid=50029 —

77.79.9.191/ service/ scriptd/ files/ aff_50029.dll

S~ @ : [17.79.8.0- 77.79.9.255
AT R  (AS25406)
\ LT-ALEA, Lithuania
/ \

77.79.9.191/ service/ scriptd/ files/ aff_50006.dll e

\

77.79.9.191/ service! listener.php?affid=50006

Figure7 ¢ Installation of GanstaBucks's TDL4

When conditions aremutually beneficial fothe gangs and theipartners(services like DogmaMillions
and GangstaBucks can accumulate hundreds of partners. In such a casariher of sitesdistributing
the malicious software careach several thousand all over the world.

In the spring of 2011 we detected a new dropper with enhanced functionality that took advantage of
the opportunity todistribute itself over the corporate network. Wedescribe it furtherin Appendix F. It
implemerts two-step delivey of malware on the target system. Firstly, when the dropper is launched it

www.eset.com



connects to the affiliation tracker witlits partner ID to register installationonly after thatdoesit
download and install malware on the target machiiethis caseeven if the dropper fails to download
and installits payload(due to some problenor other) a partner will get his money.

GungstaBucks PPl infrastracture

\ 4

installations tracker -
< by affiliation partner 1D > < ElETIBEE S SEHIE S >

Figure8 ¢ GangstaBucks PPI scheme
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2 Installation

The installation oftie bootkit is handled differently on x86 and x64 systems due to specific limitations
on x64platforms As soon as the dropp& unpacked it checks whether it is running in Wow64 process
and determines which branch of the code it should execute.

FTR DS: [A9EEZC]
FTR 0S: [ABBOEC]

a
a
5]
5]
5]
5]
5]
5]

F
F [ =1
AESFOSES &

Figure9 ¢Determining Version Type of OS
2.1 Infecting x86 Systems

On x86 systems the installation process looks the same as it does for TDL3/TDL3+, as des@iiied] in "
The Rootkit of All EVAl (http://www.eset.com/resources/whitepapers/TDL3Analysis.pdf To bypass
HIPS the bootkit loads itself as a print provider into the trusted system prosgsslér.exgfrom where

it loadsa kernelmode driver {rv32 whichinfects the system.

The bootkit implementsan additional HIPS bypassing techniqubichg | &y Q4 y23GA OSR A
droppers it hooksthe ZwConnectPodystem routine exported fromtdil.dll.

ntHandle = {("ntdll.d11");

funcAddress = {ntHandle, "ZwConnectPort");

SpliceFunc(Funcﬂddress, NewZwConnectPort, &ﬂriginalZwBunnectPurt, BhangeMemPrutectiun, MemAlloc);
{&pPrintProvidorName, 1u, pProvidorInfo);

if | {) == RPC_3S_SERVER_UHAVAILABLE )

{

vl = STATUS_INUALID_DEVICE_REQUEST;

SC_HANDLE = (@, 6, 1u);

S_HANDLE (SC_HANDLE, "spooler", Bx1hu};
hService = S _HANDLE;

Figure10 ¢ Hooking ZwConnectPort

Here is the prototype of the functio@wConnectPortParameterPortNameis set to the name of the

target LPC port to connect to.

NTSYSAPI

NTSTATUS

NTAPI

ZwConnectPort(

OUT PHANDLE PortHandle,

IN PUNICODE_STRING PortName,

IN PSECURITY_QUALITY_OF_SER3H SecurityQos,

IN OUT PPORT_SECTION_WRITE WriteSection OPTIONAL,
IN OUT PPORT_SECTION_READ ReadSection OPTIONAL,
OUT PULONG MaxMessageSize OPTIONAL,

IN OUT PVOID ConnectData OPTIONAL,

IN OUT PULONG ConnectDataLength OPTIONAL;

(esy
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The routine is called during execution AfidPrintProvidr to connect to the print spooler LPC port. As
shown herethe hook prepends tdhe target port named?AD[ h . ! [ vstirtg then attempt to
connect tothe print spooler service.

int _ stdcall HewZwConnectPort{int portHandle, PUHICODE_STRIMG portHame, int securityfos,
{

PUNICODE_STRING newPortHame; // esi@E

UNICODE_STRING _newPortHame; // [sp+4h] [bp-108h]@1

UNICODE_STRING targetPortMame; // [sp+Ch] [bp-8h]@E1

newPortHame = portHame;
targetPortHame.Length = 40;
targetPortHame.MaximnumLength = 42;
_newPortHame.Length = 68;
_newPortHame .MaximumLength = 78;
targetPortHame .Buffer = L"\\RPC Controliispoolss™;
_newPortHame .Buffer = L"\W??A\AGLOBALROOTANRPC Controli\spoolss™;
if (&targetPortHame, portHame, 1) )}
newPortHame = & newPortHame;
return OriginalZwConnectPort(
portHandle,
newPortHame ,
securityfos,
writeSection,
readSection,
maxiesageSize,
connectDhata,
connectDatalen);

Figurell ¢ TheCode of ZwConnectPortHook

When the driver is loaded into kernglode address space it overwrighe MBR(Master Boot Record)

of the disk by sendin@RB (SCSI Request Block) packets directly to the miniport device object, then it
AYAGALFEAT Sa Ala KARRSY TFAf S #dhaliddenfie sgsterd fromzhe 0 1 A
dropper by means dfreateFilandWriteFileAPI functions.

The algrithm for infecting x86 operating systems is presentad-igurel2. It is important to mention
that the TDL4 dropper exploits patcheéde MS10092 vulnerability inthe Microsoft Windows Task
Scheduler service to elevate privileges and successfullyt®ddver. The vulnerable systenmeludeall
Windows operating systemstarting from Microsoft Windows Vista (both x86 and x64 versions). If it
fails to exploit the vulnerability it copies itself tm a file into TEMP directory with the name

& & S i dzL3péné erebt®sE corresponding manifesfile requesting administrative privileges to run
the application. After thatit runs the copied dropper by calli§hellExecutand a dialog box message
requesting administrativeightsis displayed to the user
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///A\\
_ -
_— ~
o . -
_ Adjust T~
P

[fm [ - SeloadDriver T SUCCeSS————

privilege

N A 4

- — Check OS \\\ Qopy itself into

N ety

A 4

4

\ o Set IMAGE_ALE DLL
Fail ) fail Exploitation success_____| flagin the PEheader
\ install
_/ l Y
Qopy itself into ) Gall .
%TMP%directory AddPrintProvidorwW
API
l |
Qeate Gall
manifest requesting DeletePrintProvidorw
admin privilege AP|

A 4

call
ShellExecute

Figurel2 ¢ TheAlgorithm of Infecting x86 $stem
2.2 Infecting x64 Systems

When the dropper is run on x64 operating systems it fails to fibedkernetmode driver as 64bit
systemsrequire it to be signed To overcome this restriction the dropper writes all its components
directlyto the hard drive by sendingpCTL_SCSI_PASS THROUGH_[DRE&ESSTSs toa disk class driver.

It obtainsi K S  Raradngté@siand creates the image of its hidden file systeinénmemory buffer
which is then written on the hard drive &ertain offset (see sectiomMaintaining hidden file systejn
When the image is written the dropper modifitlse MBR of the disk tget its malicious coponents
loaded atboot time. After that the dropper reboots the system by callihg ZwRaiseHardErraoutine,
passingas itsfifth parameterOptionShutdownSystenthisinstructs the system to diday a BSOOBIlue
Screen Of Deattgnd reboot the system:

NTSYSAPI

NTSTATUS

NTAPI

NtRaiseHardError(

IN NTSTATUS ErrorStatus,

IN ULONG NumberOfParameters,

IN PUNICODE_STRING UnicodeStringParameterMask OPTIONAL,
IN PVOID *Parameters,

IN HARDERROR_RESPONSE_OPTION ResponseOption,

OU PHARDERROR_RESPORS§&ponse );

On the Figurd .3 presented a diagram depicting process of infecting x64 system.
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Prepare hidden FS
image

Write FSimage,
patch MBRand Adjust
SE HUTDOWN_PRIVILEGE

 UcoesS Exploitation
MS10-092
fall all
ZwRaiseHardEror
to create BSOD

v Qopy itself into
/\ %TMPY%directory
[ Restart

t l l
D\Foipj Qeate

manifest requesting
admin privilege

Report to G&C

*

fail

Figurel3 ¢ The Algorithnfor Infecting x64Systens

23 4EA $0O1 DPPAOSO OAUITAA
¢ KS 0 2c®ripbrenistate contained insidhe d @02y FAIE aSOGA2y 2F (KS

section is described in details in our previous report on TDL3). Here is the list of modules that are
dropped in the hidden file system:
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Dropped modules Description
mbr original contents of the infected hard drive boot
sector
ldr16 16-bit realmode loader code
Idr32 fake kdcom.dllfor x86 systems
Idr64 fake kdcom.dllfor x64 systems
drv32 the main bootkit driver for x86 systems
drv64 the main bootkitdriver for x64 systems
cmd.dll payload to inject int@2-bit processes
cmd64.dll payload to inject into 64it processes
cfg.ini configuration information
bckfg.tmp encrypted list of C&C URLs

2.4 Comparison with TDL3/TDL3+

Here isa table summarizinghe major differences between TDL3/TDL3+ and TBioppers these
include bypassing HIPS, escalating privileges, installation mechanisnthamtumber of installed
modules

Tablel ¢ Comparison of TDL Droppers

TDL3/TDL3+ TDL4
Bypassing HIPS AddPrintProcessor/AddPrintProvidg AddPrintProvidor,
ZwConnectPort
Privilege Escalation - MS106092
Installation mechanism By loading kerneinode driver By loading kerneinode driver,
Overwriting MBR of the disk
Number of installed modules 4 10
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3 The Bot

This section is devoted to describitige usermode part of the bootkit implementing bot functionality.
TDL4 comes with two modules to be injected into processes in the systechdlland cmd64.dlj which

are described in corresponding subsections. Before accounting for implementation details of the
modules the configuration filefg.iniis considered.

3.1 Cfg.ini

The configuration information of the bot is storedarcfg.inifile in the hidden file sysim. The general
structure of the file remains the same astime TDL3/TDL3+ rootkit excefdr some additions and
modifications:

/I main section with information on kernel - mode driver and partner
[main]

version=0.03 /[ version of the kernel - mode driver
aid=30067 /1 affiliate ID

sid=0 /I sub affiliate account ID

builddate=351 /I kernel - mode driver build date

rnd=920026266 I/l random number

knt=1298317270 /Il time of the last connection with the command server
/I list of the modules to inject into proc esses

[inject]

*=new_cmd.dll /I module to inject into 32 - bit processes

* (x64)=cmd64.dll // module to inject into 64 - bit processes

/I setcion specific to cmd.dll

[emd]

srv=ht tps://Ikaturl71.com/;https://69b69b60b96b.com/;https://ikaturill.com/;https://cou ntr
i1l.com/;https://1il1illil.com/
wsrv=http://gnarenyawr.com/;http://rinderwayr.com/;http://jukdoout0.com/;http://swltchoO.
com/;http://ranmjyuke.com/

psrv=http://crj71ki813ck.com/

version=0.167 /I version of the payload
bsh=75adb55bf6a0db37c8726416b55df6dfc03e7d8a /' bot id
delay=7200

csrv=http ://lkckclckliili.com/

/I setcion specific to cmd64.dll
[cmd64]

3.2 Cmd.dll

According tocfg.ini, cmd.dllis injected into each 3Bit process in the system in whithe kernel32.dll
library is loaded but in fact it is able to operatmly inside processes that contain the following
substrings in name of its executables:

(es[D)
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