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Introduction

ESET and GrouB researchers have seen and analysed a good deal of Russian malware, but some of
the most interesting examples have been malicious programs that steal money from Remote
Banking Systems (RBS), targeting major companies that carry out tlisughfinancial transactions

a day. This type of malware was discussed at some length in a presentation at CARO 2011 on
fCybercrime in Russia: Trends and isséaesl some later presentations

In November 2011we examined some interesting modifications to Win32/Carberp, discussing the
use of the Zerokit bootkit buildeg also associated with the Rovnix bootkitand considering the
likelihood that the gang coneeed is working on the development of more effective ways of evading
antivirus detection.

In December, we published another blog discussing the dramatic rise in Caeleigd incidents
and linking it with the Black Hole exploit kit, as well as with thealbel devédopment and evolution

of SpyEye, indicatinthe way in which cybercriminal activity has been growing and evolving with
respect to various payment systems, in Russia in particular.

This paper summarizes this information in a single document, and also includes a resources list for
further reading.

Version 1.1 of this document also includes some slides from a presentation by Aleksandr Matrosov
and Eugene Rodionov fahe Zero Nightsconference in November 201hs they present some
interestingsidelights on the Carberp modus operantihe resources section has also been slightly
expanded.

(es[D
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Carberp and Other Malware

Evolution of RBS trojans
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o RBS Trojans 2009-2010: o RBS Trojans 2011:

v Win32/Shiz (2009) v Multiple updates
v"Win32/Carberp v Growing incidents numbers
v"Win32/Hodprot v

v"Win32/Sheldor
v"Win32/RDPdoor

v"Win32/Carberp with Bootkit

FromModern malware techniques for attacking RBS systems in Rngddeksandr Matrosov and
Eugene Rodionov.
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Deep Diving

In November 2011 we discovered new information on a new modification of Trojan of
Win32/TrojanDownloadeCarbep family. This trojan is notorious as one of the most widely spread

malicious programs in Russia, stealing money from remote bankingmsysted primarily targeting

companies which perform a huge number of financial transactions a day. We already shed some
fAIKG 2y GKAA YIf gl NB CKCyber@inemRussiawTrends an isséd@N KBy @ I
cybercrime group behind this Trojan is very active in the territory of Russia and the former Soviet
republics. We spotted the first cases related to the Carberp trojan around the end of 2010 and in the

middle of the summeof 2011 we can see from the following graph that there was a big spike in the

number of detections, a pattern which has been repeated at the beginning of the fall.

Carberp detection in Russia

Oct-10 Nov-10 Dec-10 Jan-11 Feb-11 Mar-11 Apr-11 May-11 Jun-11 Jul-11 Aug-11 Sep-11 Oct-11

The Russian Federation is the country where the largest number of installations offClaalsebeen
seen, as confirmed by the statistics below:

April 2010 - March 2011 April 2011 - October 2011

Russia M

Ukraine Ukraine
Spain Turkey
United States Kazakhstan

Belarus

Turkey

Kazakhstan M Thailand

B Mexico

mArgentina

m Rest of the world B Rest of the world
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The criminal gang behind @&rpis one of the biggest cybercrime groups engaged in banking fraud.
¢KS 3INRJzZLIQa F FSNIF IS gSS1te AyO2YS Aa SadAyYlidSR
guys are heavily investing money ihe development of malware technologies, as is confirmed for
instance, by the evolution of thélodprot dropper this has been implicated in installations of
Carberp, RDPdoor arsheldor RDPdoor, by the way, installs Benp to open a backdoor in the

infected system and manually perform fraudulent bamkitransactions. We have ascertained that

these examples of malicious software are products of single cybercrime group.

At the beginning of this year advertising appeared on some cybercrime forums for a new bootkit
0dzAf RSNJ g KA OK ¢ & ¥ SoitwaR. TheSPficé 6f e ulder was lestidared v be
tens of thousands ofJS dollars and seemed incredibly higmpared with that of the SpyEye and
Zeus Trojans.

Ring0 bundle (Zerokit) for control million-strong botnet

Goto page 1, 2, 3,

Post Reply

Author Message

[j

Li AayQid (y26y K2¢ Ylye 3IANRdLBA 62daAKiG GKS odzt

compiled dropper with the builder which loads a stub driver. The code in the sample is identical to
those of some other examples of malicious software. At the time the only known malware utilizing

www.eset.com
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the same bootkit component was the Rovnix bootkity(://blog.eset.com/2011/08/23/hasta-la-vista-
bootkit-exploiting-the-vbr). Testing of the Carperb Trojan with bootkit functionality started early in
the fall and during thigeriod its distribution was very limited. There are two facts that suggest that
the bot is working in the test mode. The first is that there is an abundance of debugging and tracing
Ay dyiwetmiartaged ® \§ainl y R

AYT2NYEGA2Yy NBEFGAyY3

access to log files from the bot C&C server that also support the probability that Carberp was under

test:

There is also a lot of debugging information to be found in the installer of the new version of

Carberp:

www.eset.com

Total bots. 2631

sort
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G2 o020

D step || info status|| data |
[TEST_BK_KIT_EXPLORI 1493DFECAESCA B |Biinstall FFALSE [0000-00-00 00.00.00]
TEST_BK_KIT_EXPLORER08D7BD1230A905] B |Bkinstal FALSE|[0000-00-00 00:00:00]
A Jiva false_[0000-00-00 00.00.00
[Bkinstal FALSE|0000-00-00 00:00:00f
5 [BHinial FALSE|£000-00-00 00:00.00
DRV062A52B2216EEED1A ~ |Bkinstal__ —IFALSE|D000-00-00 00-00°0f
DRVOGF0743BC19E94740 |Blinstall Al SE\\
DRVODARIIE2FABBSGZAE B |Bkinstal FALSE|0000-00-00 0000 00|
DRV079943FBAG4FI587B [BRinstal FALSED000-00-00 00.00.0
DRVOIADTA1B010AB03SA B |Bkinstall FALSE|[0000-00-00 0000 oﬁl‘
i B |Blinstalld GetLastError = 0 FALSE|[0000-00-00 00.00.00]
TEST, T 1FDBA4ZBF B |Binstal FALSE|[0000-00-00 00.00.:00]
TEST_BK_EX_ORIG_DRVOAE10F7A3602E42C8 B [Blinstall FALSE|0000-00-00 00.00.00]
TEST_BK_EX_ORIG_DRV06627CGA2AB3A2480 [t JisUserAdmin FALSE0000-00-00 00:00:00]
TEST BK_EX_ORIG L B |Biinstal |[FALSE[0000-00-00 00 00.00
E b |Bkinstal FALSE0000-00-00 00:00:00
[EST_BK_EX_ORIG_DRVOF7988F6217265D1 —_|jprobapera false
EST_BK_EX_ORIG_DRVOF [988F 631726501 |probapera false |
EST_TEST_TEST0123324234243 Jinfa false @unu 0000 00 mmq

o [SetSystemPrivileges

Bkinstal FALSE\buou 00.0000.00. |
T 2 14FTI 3 |Bkinstal FALSE [0000-00-00 00-00.00]
TEST. H 1 8 2 [SeiSystemPrivileges FALSE|[0000-00-00 00.00.00]
TEST EBK. HAL V014 3 |Bkinstal FALSE|0000-00-00 00:00:00]
[TEST_BK_EX_CHAN RV0593877 14360 |6 |Biinstall FALSE|0000-00-00 00.00.00|
[EST BK_EX_CHANGE_DRVODB781E84800SA04A |6 [Bkinstal FALSE|0000-00-00 00:00:00]
mmsz DRVOD5910FAB2AB121144 |6 |Binstall FAl gm[
i 5A |6 |Bkinstal JFAl
ANGE_DRV039034BD2E81668D0 |6 |Blinstall Al SE“
HANGE | B |Bkinstall FALSE‘[
_CHANGE _DRVOE7SB/1BICFICO74E |6 |Bkinstall FALSE|0000-00-00 000000
HANGE_DRVOB04FAAAQGCBABGEE |6 |Bkinstal FALSE [000-00-00 00.00.00]
[TEST_BK_EX_CHANGE_DRVOAC3/DCBF506138A1 |B |Bkinstal JFALSE [0000-00-00 00.00.00]
[NEW_BK_TEST012B7B297ABECE244 2 [SetSystemPrivileges FALSE [0000-00-00 00.00.00]
INEW_BK_TESTOBB424B774E7188FC b [Blinstal FALSE|[0000-00-00 00.00.00]
NEW_BK_TESTOA29E1011ACCFO695 B |Brinstal FALSE|D000-00-00 00:00:00]
{EW_BK_TEST029E961A9D26824C0 B [Brinstall FALSE|[0000-00-00 00.00-00)
AEW DK TCSTO0BDT/CASOCOISTE |6 [BKnsial0 GellasiEmor=0 FALSE 0000-00-00 00,0000
EW_BK_TEST_CHECKEDOBOSEB7F457A58CCH Biinstal |IFALSE|[0000-00-00 00-00-00]
NEW_BK_TEST_CHE CKED089563D04426F2698 Bkinstal "ALSE [0000-00-00 00:00:00)
[NEW_BK_TEST_CHECKEDODC3B31D927AC1529 |Binstal -ALSE|[0000-00-00 00-00.0
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C&C for

tested bot version

String found in the unpacked Carberp module
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The bootkit component of the new version remains the same and is almost identical to that of
Rovnix bootkit. You can also find technical details of the Rovnix bookit in the slithes"bfefeating
x64: Modern Trends of Kernblode Rootkits talk given at the Ekoparty 2011 Security conference.

At the same time, its installer has been changed significantly. Besides mgstAli bootkit in the

system it tries to exploit several vulnerabilities in the target system so as to escalate its privileges.
Carberp utilizes these exploits as it requires administrative privileges in order to install the bootkit.
Primarily, the Carberprojan targets corporate users using RBS (Remote Banking Systems) software
GKAOK Ay Ylye OrasSa f101 FRYAYAAUNI GADBS LINROATL S:
or sufficient in this scenario. Therefore the installer exploits the fahgwvulnerabilities in the

system software in order to escalate privilege:

e MS10073 (win32k.sys KeyboardLayout vuln)

e MS10092 (Task Scheduler vuln)

e MS11011 (win32k.sys SystemDefaultEUDCFont vuln)

¢ .NET Runtime Optimization vulnerabilitytp://osvdb.org/show/osvdb/71013

zero = 0
status H
osVerInfo.duwdSUersionInfoSize = 156;
osUerInfo.dulajorVersion = 8;
mem_set{&osUerInfo_duMinorUersion, 8, 8x94u);
result = GetUersionEx(&osUerInfo);
if ( result )
{
if ( osUerInfo.dwMajorUersion == 5 ) Ff Winxp

status = ExploitKeyboardLayoutUuln(); /7 MS16-673
if ( status )
goto NEXT_STEP;
imBase = GetImageBaseSelf();
if { *CheckPE({imBase) )
{
size = 0;
data = GetDataFromSection{"DROPER_DLL", &size);
if ( data )
{
if ( size )

hD1l = _GenTempFileMame();
WriteDataInFile(hD1l, data, size);
status = BypassHIPS(hD11); // AddPrintProvidor
CheckName(hD11);
zero = B;
H
H
i
if { status ?!= zero )
goto NEXT_STEP;
exp_status = Exploit_dotNetUuln{HodFileName)};// .HET Runtime Optimization Vuln
»
else
{
if { osUerInfo.dwMajorUersion = 6 ) // Uista or Win2088
goto HEXT_STEP;
if { tosVerInfo.dwlinorVersion )
{
if ( ExploitTaskSchedVuln({ModFileName) )// HS16-892
status = 2;

H
if { osUerInfo.duMinorUersion = 1 ) // win?7 or win2o008 R2
goto HEXT_STEP;

exp_status = ExploitEUDCFontUuln(); A/ ms11-811

»

status = exp_status;

MEXT_STEP:
result = status;

return result;

H

www.eset.com
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Yet another interesting feature of the installer of the new version of Carberp is that it removes
various hooks from the following list of system routines just before installingrtsjan or bootkit
onto the system:

hash_ntdll_ZwSetContextThread;
hash_ntdll_ZuwGetContextThread;
hash_ntdll_ZwlinmapViewdfSection;
hash_ntdll_ZwHapUiewOfSection;
hash_ntdll_ZwAllocatelirtualHemory;
hash_ntdll_2ZwWritelVirtualHemory;
hash_ntd1l_ZwProtectUirtualnemory;
hash_ntdll_ZwCreateThread;
hash_ntdll_ZwOpenProcess;
hash_ntdll_ZwOpenThread;
hash_ntdll_ZwQueueApcThread;
hash_ntdll_ZwTerminateProcess;
hash_ntdll_ZwTerminateThread;
hash_ntdll_ZwResumeThread;
hash_ntdll_ZwQueryDirectoryFile;

hash ntdll ZwCreateProcess;

hash ntdll ZwCreateProcessEx;

hash ntdll ZwCreateFile;
hash_ntdl1l_ZwDeviceloControlFile;
hash_ntdll_ZwClose;
hash_ntdll_ZwSetInformationProcess;
hash_kernel32_CreateRemoteThread;
hash_kernel32_WriteProcessHemory;
hash_kernel32_UirtualProtectEx;
hash_kernel32_UirtualAllocEx;
hash_kernel32_SetThreadContext;
hash_kernel32_CreateProcessA;
hash_kernel32_CreateProcessInternalf;

hash_kernel32_CreateProcessInternalll;
hash_kernel32 CreateFilen;
hash_kernel32 CreateFileW;
hash_kernel32_CopyFilen;
hash_kernel32_CopyFileW;
hash_kernel32_CopyFileExW;
hash_ws2_32_ connect;

hash_ws2_32_ send;

hash_ws2_32 recu;
hash_ws2_32_gethostbyname ;
RestoreSplicing{L"ntdll._d11", &uwi1, 1});
RestoreSplicing({L"kernel32 _d11™, &uw23, 1);
return RestoreSplicing{L"ws2 32._d11", &u37, 1);

This is done with the intention of evading sandboxes and other monitoring software that employs
usermode hooks.

The bootkit itself is intended to load a kermabde driver which in turn injects a malicious DLL into
address spaces of processes running on the system. In the new version of Carberp we found only a
32-bit kernekmode driver, but the technology in use makes it possible to load-hitédnsigned
kernekmode driver on 64it operating systems.

After unpackinghe injected kernemode driver we can find the compiler version and date of build:

Field Mame | Data tYalue | Dezcription
Machine 014Ch i30EE

Humber of Sections 0005k

Time Date Stamp 4EBFFRESh 0711/2011 15:1
Fainter to Symbol T able 0000000k

Mumber of Spmbols 00000000k

Size of Optional Header 00E Ok

Characteristics 0102h iy

b agic 010Bh PE32

Linker YYerzion 0009k 9.0

www.eset.com
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Based on the data provided above the driver was built at the beginning of November and is being
tested right now. The linker has left an interesting string in the drbieary containing the path to
RS0dzZ33Ay3 aevozfa 2y (GKS RS@OSt2LISNRa O2YLlzi SNAY

1 1
.d 11
wowhbh4sxntdll._.dll

T @M - —&
p r Ua® By

It seems that this is not the first and possibly not the last version of the malware to appear recently.
Since there are only two known examples of malwal§€rpand Rovnixgmploying this particular
bootkit technique, the development of which requires highly qualified specialists, it is possible that
the group which originally developed this bootkit is currently supporting it.

As was mentioned earlier in this article, theain task of the driver is to inject its payload into user
mode address space of the process in the system.

TSTATUS _ stdcall _DriverEntry(PDRIVER_OBJECT DriverObject, PUNMIGCODE_STRING RegistryPath)

NTSTATUS Status; // eax@1
NTSTATUS _Status; // esi@2

DbgPrint{"DriverStartup”});
Status = InitializelnternallList(&dword_16250, 268, 6, 08);
if { Status >= @ )
{
ExtractPayloadFromImage();
_InitializeInternallist(};
_Status = (CreateProcessHotifyRoutine, 8);
if ( _Status >= 8
&b (_Status = (LoadImageNotifyRoutine),
DriverObject->DriverUnload = Driverlnload,
_3tatus >= @) )
H
StartSystenThread();
Status = _Status;
H
else
{
(CreateProcessNotifyRoutine, 1u);
FreeInternallList{dword_16250);
Status = _Status;
H
H

return Status;

K

After unpacking the DLL injected by the kermelde driver we can see that the date of its
compilation is different to that of kernehode driver.

Field Mame | D ata Walue |DemmmMn |
Machine 014Ch i30EE

Mumber of Sections 0005H

Time Date Stamp 4EB16817h 02:11/2011 15:56:07
Fainter to Symbol Table 0000000k

Mumber of Symbols 00000000k

Size of Optional Header 0E Ok

Characteristics 2102h iy

b agic 10Bh PE3Z2

Linker Yferzion 0003k 9.0

www.eset.com



Inside the binary we found a string pointing to other directory containing debugging symbols. We
OFly &SS aD{ x{27F0é&levéldireciolrt.S yI YS 2F | NR2i

IIpE:be cnﬂ —Hib ﬂEn_i;iGm EéTTpa {}c_i;iadxq:axqr
vH%p uckp ExyweCEpYuw bxEwep wcEpCawmw étuw xbvéawwExEp http wnds
DigitalProductlId ] InstallDate Regld # OB X< 08X H

Pr :p It Bx ®; T o |i ;E' Eﬂﬁ ait gt :[-‘:I_!ﬁ Tl<_l nﬂﬁ room
code_pointer ¢B_ir_|:i.tterm iﬂ_initterr[l:e BEE _amszg_exit J&dE_adjust_fdiv j _ _Cpp

Since the dates of compilation and paths to debugging symbols directories are not the same it may

be that there are two independent groups of people working on the malware. By the way, there is a
NEFf O2YLIye gAGK (GKS yIYS aD{+{2FG¢ o03a0az27FidN]
any conclusions from that.

The main functionality of the injéed library is very close to that of the previous version of Carberp.
Its main task is to inject &8ripts into internet banking webpages, downloading additional plugins
and communicating with the C&C server.

Based on the information presented above wg/fca O2 y Of dzZRS G KI G GKS I dzi K2 N&
satisfied with current methods of concealing malware in the system, and so are investing money into
developing their own techniques for bypassing antivirus software. The evolution of this malware led
Carbep to become the number one malware attacking the clients of Russian banks (there also
governmental organizations that became victims of this trojan). The new version of Carberb with
bootkit can be compared to such advanced malware as TDL4 and Rovnix.

Eventhough Carberp is currently targeting only Russian banks, this situation might rapidly change as
there are no obstacles to applying the same fraudulent techniques in order to target banks in other
countries. A possible reason that the cybercrime group yio@si | G G SYLIJG G2 GF NBSG
that it is satisfied with current conditions and revenue, at least until a new partnership draws them

to spread to other parts of the world. In the last year we have noticed some Carperp activity in
Europe, but this dclined rapidly.

In recent years there has been a tremendous increase in the Russian region in the number of sites
redirecting users to the Black Hole exploit kitinst casessuccessfuéxploitation of a vulnerability

in client software leads to the idsk f f  GA2y 2y 2 (GKS @AO0OGAYQ&a YI
Win32/TrojanDownloader.Carberpr or of Win32/Carberp(the version updated to incorporate

bootkit functionality, as described imttp://blog.eset.com/2011/11/21/evolutiorof-win32carberp

goingdeepe. Oneof the mostintriguingaspectsis that distribution of the malware was restricted

to the most popular web sites for people managing finances in companies: thesease visited

several hundred thousand times a day. The statistics presented below clearly reflect an increase in
Carberp detections in the Russian region during November. This trojan takes fifth place in the list of

the most widely spread malwaraVin32/TrojanDownloader.Carberp.AR.73 %

The number of detections of the Carberp family in general has more than tripled in November:

www.eset.com
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The distribution model is essentially a standard approach, but what makes it interesting is the

ydzYoSNJ 2F € SAAGAYIFGS 6S060 NBaz2dz2NDSa
distribution scheme is depicted below:

|

return to legitimate site

legitimate site | o BlackHole
) . findexi.php?pagewxi=cef5f373309/18467 #
/main.php?page=débbads76@e755a5
TRUE . FALSE
. [ search vuln
St.art ; ____download dropper_—. tEn
exploitation | dropper

fcontent/1fdp.php?f=17
Jw.php?f=178&e=1

dza SR (2 RSt

Based on the statistics adined from one of the nodes hosting an active Black Hole exploit pack, the
most frequently exploited vulnerabilities leading to system infection with malware are found in Java

software.

www.eset.com
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PDFand SWHAdobe Flash file format), which are now more or less equal in second place (Figure 3).
Thevulnerabilitiesin Javaare easierand more consistently exploitable than those in PDF and SWF.

The code required for aworkingexploit is fairly small, andnay be only a page in length. The
exploitedvulnerabilitiest NB y Q (i

NEIffe

YS6Y nageardld2 T

0§KSY I NB Y2

Below you can see a screenshot demonstrating the configuration window for an address to which
users are redirected from legitimate web sites. There may be many such addresses. Sometimes the

address is generated dynamically, based on parandeteR S i SNXY A y SR
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Once the vulnerability has been successfully exploited the dropper is executed: in this case it is
Carberpthat is being dropped. To prevent antivirus software detecting the dropper the Black Hole
exploit kit includes functionality for measuring dropper detections by the most widely used antivirus
software. When thenumber of detectionsreaches alefined valuethe dropper is repacked by the

service responsible for it.

O Blackhole®
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As we can see this is quite an effective system for exploiting vulnerabilities and installing malware on
GKS GAOGAYAQ YI OKA yokz ibcludirfg SuppalelisQrs the foddtJofsedetalO |
thousand US dollars, but cyber criminals offer rather flexible pricing: thus, it is possible to rent the

service for up to a day.

This is what exploitation of a Java vulnerability looks like:

spll():

function
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And this is a gate configuration file for distributitihg Carberp dropper:

incomir
all regque

RewriteRule *

ule
irst |hunter | c

RewriteRule

RecentlyweQe been finding targeting plugins installed by Carberp in case it detects SberBank and
CyberPlat payment software in the system.

In most cases thepluginsare stored in publicly accessible directories and are downlodnjethe
malware on demand. In order to conceal the functionality of the downloaded modules they are
downloaded encrypted. Herigthe scriptto encipher the plugins:

mysgl conn init () ;

ong uint (Ge

An RC2 cipher and BASE64 encoding algoréhen used to encrypt data. Imost casesthe
encryptionkey is stored inside BASE@dcoded data.
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Bashing the Banking Systems

@

The following screenshots are excerpted frdbdern malware techniques for attacking RBS

systems in Russlkey Aleksandr Matrosov and Eugene Rodionov.
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Thefollowing screenshots relate to attacks on specific banks and banking systems, of which these

are the primary examples:

- SberBankHhttp://sberbank.ru/en/)

- Cyberplat payment systentfp://www.cyberplat.com/)

- iBank RBSftp://www.bifit.com/ru/ )

- BSS RBS8t{p://www.bssys.com)

new

new

new

Bamwora Crarye Co cueta

Aobapnrs

Cumw . !

UID: ksenia09DTDOTBE00S0CIEC

However, there is a substantial number of financial institutiassociated with these attacks

through use of the same systems.
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http://www.slideshare.net/DefconRussia/alexander-matrosov-eugene-rodionov-modern-technologies-in-malware-programs-developing-for-rbs-systems
http://www.slideshare.net/DefconRussia/alexander-matrosov-eugene-rodionov-modern-technologies-in-malware-programs-developing-for-rbs-systems
http://sberbank.ru/en/
http://www.cyberplat.com/
http://www.bifit.com/ru/
http://www.bssys.com/

Stolen data: SberBank IB
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Stolen data: BS-Client IB
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